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WarmMark QR Cloud 21 CFR Part 11 Validation

Part A - GENERAL

Section 1: Objective
This document describes the scope of validation for verification of the SpotSee Cloud software system.

Section 2: Scope
The scope of this functional test script is the SpotSee Cloud software and database working in combination with
inputs from a connected SpotSee sensor.

Section 3: Terms and Definitions
SpotSee Cloud software is referred to in this document as “the cloud” or “the software”.

Section 4: Equipment
Appropriate computer to access SpotSee Cloud.
A QR enabled sensor Bag or Box I.D. for account/user registration and confirmation of adding sensors to account.

Section 5: System Requirements

You will need the following hardware and software:
e A PC or fully compatible computer with JavaScript enabled.
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Part B - FUNCTIONAL TESTS

SpetSee

Time/Temperature Sensors

WarmMark QR 8C/48Hrs
Purpose: To confirm user creates unique account. Quantity: 100 Units

Item(s) Needed: Label from bag or box of QR enabled sensor. ||I|| ||I| "
Instruction:
. . . . Bag ID: 22222234d9B826
- Scan with mobile device the Scan to Register QR code, H ‘
or follow the link below the QR code, on the bag or box label.
Lot: 13123 Mfg. Date: 09/24 Scan to Register

hitps:/ar.5t.gg/22222234d98826

Section 1: SpotSee Cloud User Registration

8 7°60011'52643" " 8

=
:

One person per organization should create an account off of the
bag label. That person can then add users to the account with
various permissions. The sensors are unique to the cloud which
they are added to so it is important to have all persons who need
access within the same cloud. An email will be sent to the user with
a temporary password.

Follow the WarmMark QR Cloud User Manual to go through the New User Set Up process.

- Once logged in, position your cursor over the left side of the Dashboard, the Navigational Bar will appear.

- Select: Admin > Users >

Add User in top right corner. Sp.tsee

Attempt to create an account Dashboard
with the same username.
An error will appear.

Add User

Acceptance Criteria Met: Yes No

Attempt to create an account
without complying to password
controls. An error will appear.

Acceptance Criteria Met: Yes No
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NOTE:

e Password reset is required every 6 months.

e If password is forgotten, select Reset Password? at login page and follow prompts.

e |f username is forgotten, then contact SpotSee support at techsupport@spotsee.io.

e Five failed login attempts of a valid user’s password will prompt an email from SpotSee notifying
the user of the failed login attempts and prompting a password change.

Section 2: User Controls, Electronic Signatures and Audit Trails

Purpose: Confirm user access restriction and tracking of record creation, modification and deletion.

Item(s) Needed: Access to SpotSee Cloud
User Controls -

Instruction:

- Position your cursor over the left side of the Dashboard, the Navigational Bar will appear.
- Select Admin > Users > Add User in top right corner.

- Complete fillable fields and select User in User Role drop down.

User Role (0] USER ~

USER_ADMIN: Full access to system

USER: Limited access (unable to manage users/api users or
view audit log)

API_USER: API access only

- Login as the newly created account that does not have User_Admin access.
- Confirm by selecting Admin on the navigation bar that the Users option is not available.

Repeat for other options as necessary.

Acceptance Criteria Met: Yes No
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Electronic Signatures & Audit Trails -

A. User Creation

- Login to the original user which created the second user account without specific user accesses.
- Select Admin > Audit Log on the navigation bar.

- Confirm the user creation was captured in the audit log.

Acceptance Criteria Met: Yes No

- Repeat for Modification

Acceptance Criteria Met: Yes No

- Repeat for Deletion

Acceptance Criteria Met: Yes No

Audit Log
User = ViewAll v Date =] 2024-10-28 to 2024-11-04 [+
E]

10 v| records per page

Name Section Action Data Audit Date v
Mason McWilliams Reporting Create ReportType: Sensors, BaglD: 0, Status: -1, ProductCode: , DateRange: 2024-10-04 00:00:00-2024-11-04 ... 2024-11-04 14:26:58
Mason McWilliams QRShipment Create SensorlD: 22223WTV|9A846, ShipmentID: Order#378HXW9 2024-11-04 14:13:40
Mason McWilliams Reporting Create ReportType: Shipments, DateRange: 2024-01-01 00:00:00-2024-10-31 23:59:59 2024-10-31 13:48:45
Mason McWilliams Reporting Create ReportType: SensorHistory, SensorlD: 22223WTVK9C24R 2024-10-30 14:11:22
Mason McWilliams QRBag Create Allocate Bag, |D: 222222BpR4H8GT 2024-10-30 14:08:26
Mason McWilliams Users Modify Username: TWilliams -> TWilliams, Full Name: Tim -> Tim Williams, Email: twilliams@spotsee.io -> twi... 2024-10-28 20:46:43
Mason McWilliams Users Create Username: TWilliams, Full Name: Tim, Email: twilliams@spotsee.io, Temperature Scale: C, Date Format:... 2024-10-28 20:46:34
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B. Adding Sensors to Cloud

If the original bag or box of QR enabled sensors was added via mobile scan of the QR code, which happens
automatically after account creation/login, then the sensors may already be in the cloud.

If not, they need to be added manually.

- Position your cursor over the left side of the the Dashboard, the Navigational Bar will appear.
- Select > WarmMark Shipments.

SpetSee

Dashboard

Vark Shipments

- Then select Add Sensors in the top right corner of the page.

WarmMark Shipments Add Sensors

= Al Products v Status 2= All Shipment Conditions v Dates B 20241004 | to | 20241104 @ Q

BRE

Product Sensor 1D Shipment 1D Shipment Condition Sensor Image Location Last Scan v Time Zone Histor,

L
.

<

2
an:
§

- Type or scan the bag or box I.D. located on the bag or box into the Add Bag I.D. field, select Save.

Add Bag|.D
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- Once successfully adding, select Admin > Audit Log from the navigation bar.
- Confirm the record creation was captured.

Acceptance Criteria Met: Yes No

C. Shipment I.D. Records

- Position your cursor over the left side of the Dashboard, the Navigational Bar will appear.
- Select > WarmMark Shipments.

- Create a Shipment I.D. record by populating the Shipment I.D. column.

- Click on the (&' icon, populate the field then select Save.

Product Sensor 1.D Shipment 1D Condition Image Location  LastScan 7 TimeZone History

Shipment 1.D 22223WTTCYAH9K

V # | Order#378HXW11
B
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- Then select Admin > Audit Log from the navigation bar.
- Confirm the Shipment |.D. creation was captured.

Name Section 4 Action Data Audit Date
Mason McWilliams QRShipment Create SensorlD: 22223WTV]9A846, ShipmentlD: Order#378HXW9 2024-11-04 14:13:40
Acceptance Criteria Met: Yes No

- Repeat for Shipment I.D. modification as needed.

Name Section Action v Data Audit Date
Mason McWilliams QRShipment Modify Sensor|D: 22223WTV]9A846, ShipmentID: Order#378HXW10 2024-11-04 14:33:29
Acceptance Criteria Met: Yes No

- Repeat for Shipment I.D deletion.

Name Section Action Data Audit Date v

Mason McWilliams QRShipment Delete SensorlD: 22223WTV]9AB46, ShipmentID: 2024-11-04 14:33:33

Acceptance Criteria Met: Yes No
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D. Exporting Records

- Position your cursor over the left side of the Dashboard, the Navigational Bar will appear.
- Select > WarmMark Shipments. Navigate to the Export icons and select one:

ENFs

V Your report has been created, please click the link below to download
your report

Download Report

- Select Download Report, then OK.
- Move to the navigation bar and select Admin > Audit Log from the navigation bar.
- Confirm the data export was captured.

Audit Log
User = ViewAll v Date =] 2024-11-04 to 2024-11-04 <
B
10 v | records per page
Name Section Action Data Audit Date v
Mason McWilliams Reporting Create ReportType: AuditLog, UserlD: 0, Section:, Type:, DateRange: 2024-11-04 00:00:00-2024-11-04 23:59:... 2024-11-04 14:37:27
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