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Introduction

This document is a startup guide that describes how to use the evaluation board “SX-NEWAH-EVK".
Follow the instructions below to correctly use SX-NEWAH-EVK.

NOTE: The contents included in this document are subject to change without a prior-notice.

The other documents of SX-NEWAH can be downloaded from our website below.

www.silextechnology.com.

A

Safety Instructions
* When using and storing this product, be careful not to give a shock, vibration, load or liquid.

Also, avoid a dusty place, and environment where condensation may occur due to temperature
changes.

« If this product is malfunctioned due to improper use of the customer (including electrostatic
discharge damage), the repair fee will not be free even if the warranty period is valid.
+ The warranty policy of this product can be found on the website below.

https://www.silextechnology.com/support/warranty-and-return-policy

For questions regarding this product, please contact our technical support.
support@silexamerica.com (North America)
support@silexeurope.com (Europe)

—
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1. Qutline

SX-NEWAH is a wireless LAN module that complies with the 915MHz band standard IEEE
802.11ah. Transmission of over 1 Mbps of 1km wireless distance (*).
By connecting this product to Raspberry Pi, the functions of SX-NEWAH can be used.

(*) The wireless distance and throughput vary depending on your environment.

N

Feature

IEEE 802.11ah support

NEWRACOM’ NRC7292 chipset

1/2/4MHz bandwidth

MCSO0-7, MCS10 transfer rate (MCS10 can be used only when the bandwidth is 1MHz.)
WPA3(SAE/OWE)

The wireless setting can be retrieved and configured using a special utility.

MHF1 connector installed for external antennas

S N N N R RN

SPI host interface support

—
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AN

Notifications

This equipment uses 9156MHz band radio.

As this product communicates by radio wave, it is strongly recommended to use
some security system to prevent unexpected information leakage to others.

This product will effect to some other device or be affected by the some other device
using the same frequency band. Please investigate the environment to use this
product beforehand.

Disassembling or modifying the radio module leads to punishment based on radio
law.

This equipment t has the exposed connectors or some devices. Please be careful for
electro static, condensing, and other dusts.

In the case using the other wireless devices using same frequency band around this
product, please take care below.(See IEEE802.11-2012)

The module is possibly interfered when strong signal is input. The other wireless
system should be enough far from this product.

Input level from the opponent device must be -10dBm or less with including antenna
gain.

Firmware of this product shall be updated without the advance notice.

—
—
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4. Specifications

Model number
Wireless module
Operating voltage

Dimensions

Chipset
Wireless LAN standard
Wireless mode

Frequency (*1)

Modulation
Transmission rate (MCS)
Transmission rate (Kbps)

Encryption method

Antenna connector

Host interface
Operating voltage
Consumption current
(peak value)

Operating conditions
Storage conditions

Dimensions
Weight
Connector type

Certification standard

Evaluation KIT

SX-NEWAH-EVK
SX-NEWAH
5.0V
90mm X 80mm X 26mm

Wireless LAN Module
NRC7292
IEEE 802.11ah
AP, STA
1MHz 903.5, 904.5, 905.5, 906.5, 907.5, 908.5, 909.5, 910.5, 911.5,
912.5,913.5,914.5, 915.5, 916.5, 917.5, 918.5, 919.5, 920.5,
921.5,922.5, 923.5, 924.5, 925.5(*2), 926.5(*2)
2MHz 905, 907, 909, 911, 913, 915, 917, 919, 921, 923, 925
4Mhz 910, 914, 918, 922
OFDM
MCS0-7, MCS10 (MCS10 can be used only when the bandwidth is 1MHz.)
150Kbps - 15Mbps

WPA2-PSK, WPA3 (SAE/OWE)
MHF1 connector x 1

SPI

VDD33: 3.3V VDDFEM: 3.3V or 4.0V
Transmission: VDD33 98mA, VDDFEM 570mA
Reception: VDD33 55mA, VDDFEM 28mA
Temperature: -40°C to 85°C

Humidity: 15 to 95%RH (no condensing)
Temperature: -40°C to 85°C

Humidity: 15 to 95%RH (no condensing)
20.5mm x27.0mm x 3.1mm

3.0g

68 pin Surface mount

US(FCC), Canada (IC)

*1 This product can be used in US and Canada only.
*2 When AP mode, STA can connect to AP about 60 seconds after AP starts.

—
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5. Before You Begin

5.1.  SX-NEWAH-EVK Package Contents
CISX-NEWAH-EVK (SX-NEWAH (IEEE 802.11ah wireless module) is installed)
[JAntenna for SX-NEWAH
OJAC adaptor for SX-NEWAH-EVK
CRaspberry Pi 3 Model B (hereinafter, “Raspberry Pi”)
OJAC adaptor for Raspberry Pi (5V/3A or higher)
- Recommended for the radio to operate properly in accordance to the module
specification
CMicro SD card (8GB or higher + UHS-1 / Class 10 or higher)

5.2.  Necessary Items
The following items are necessary to use SX-NEWAH-EVK:
Hardware:
OPC (Windows 10 or higher is recommended)

(Optional. Please prepare as necessary.)
[JEthernet cable
OOHDMI compatible monitor
LJHDMI cable
CJUSB keyboard,”mouse
Omicro SD card reader/writer

Software:

OTerminal software (e.g. Tera Term, etc.)
> In this document, Tera Term (Version 4.102) is used.

[JSoftware to write an SD card image (e.g. Win32 Disk Imager, etc.)
> In this document, Win32 Disk Imager (Version 1.0) is used.

(Refer to 7.2.2 for how to write an image using this software.)

* To use Raspberry Pi with other devices (e.g. sensor, etc.), prepare the necessary items for
it.

* This product uses the 920MHz. Recommend that prepare two of EVK in total for AP and
STA mode.

—
—
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6. EVK Composition

Outline

Made in Japan

84253F
014A49

Fabriqué au Japon

&
£
At
°©
°
&
=
8
&
>
)
@

Mode | : SX-NEWAH
FCC ID:N6C-SXNEWAH

1C:4908A-SXNEWAH

SX-NEWAH

ZRS7

SX-NEWAH-EVK
YS 1X00KK (US)

Name Description
SX-NEWAH Wireless module
SWi1 DIP Switch for mode change

—
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7. Environment Setup

7.1. Hardware
7.1.1.  DIP Switch Setting
) Before turning on SX-NEWAH-EVK, turn on/off the SW1 according to the below image.

OFF ON OFF NN OEEN BOFE ON

7.1.2. How to Connect SX-NEWAH-EVK and Raspberry Pi
(1) Connect SX-NEWAH-EVK and Raspberry Pi according to the image below.
(2) Connect the antenna of SX-NEWAH to the SMA connector.
(3) Connect the AC adaptor of SX-NEWAH-EVK to the power connector.
(4) Connect the AC adaptor of Raspberry Pi.

: S TTa )
RJ45
Ethernet connector

L A R

mmmmo =
1
\  power
1

Raspberry Pi
USB power
connector

SX-NEWAH-EVK - Raspberry Pi
connector

Power connector

: *SX-NEWAH-EVK can be used by USB power
1 supply while silex officially recommends and
|
1

SMA connector

supports using AC adaptor of SX-NEWAH-EVK

When it Absolutely Must Connect
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7.2. Software

7.2.1. Getting Started

Before turning on SX-NEWAH-EVK, prepare a micro SD card to which an OS image is written.
To use SX-NEWAH-EVK via SSH, install the terminal software on your PC.

In this document, Tera Term is used as an example.

7.2.2. How to Write an Image to Micro SD Card

Following explains how to write an image using Win32 Disk Imager to the Windows

environment.

Download Win32 Disk Imager from the URL below.
https://sourceforge.net/projects/win32diskimager/

Execute the installer you have downloaded, and install it according to the instructions.
When the installation is completed, insert the micro SD card into your PC (when your PC does

not support direct connection of a micro SD card, use a micro SD card reader).

(1) When the Win32 Disk Imager is started, the below window will appear.

Click the pull-down menu to select the drive to write the image into.

%2 Win32 Disk Imager - 1.0 - O X

Imaee File Device

l & [0 -]

Hash
(None v | |Generate | Copy

[[] Read Only Allocated Partitions

Proeress

Cancel Read Write Verify Only Exit

Waiting for a task.

—
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(2) Click the button to show the file selection window.

%2 Win32 Disk Imager - 1.0 - O X
Image File Device

| EHER
Hash

'Generate | %py

[[] Read Only Allocated Partitions

Proeress

Cancel Read Write ' Verify Only Exit |

Waiting for a task.

(3) Select the image file to write.

* The file name will vary depending on the version.

%4 Select a disk image X
« * 4 wm » LocalDisk (D:) » v | O Search Local Disk (D:) »

Organize * Mew folder B ™ @
Name Date modified Type Size
#F Quick access

[ Desktop
Documents
3 Downloads
[&] Pictures

SH-NEWAH-EVK_v1.2.4.img 12/3/2019 %:30 PM Disc Image File 4,495,201 KB

% o4 o4 %

I This PC
= Local Disk (D:)
[ SDHC (2

ﬁ Metwork

File name: | SX-NEWAH-EVK_v1.2.4img - \ | Disk Images (7img ~IMG) v

| Open | | Cancel |
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(4) Select the image to write and then click “Write”.

%2 Win32 Disk Imager - 1.0 - | et
Iimage File Device
|D:/SH-NEWAH-EVK v 124 ime (88| [ed -]

Hash

Generate | | Copy

[] Fead Only Allocated Partitions

Proeress

Gancel Read | | ‘White || Werify Only | Exit

Write data from 'Image File' to 'Device'

(5) When the confirmation message appears, check the drive and click “Yes”.

%2 Confirm overwrite - 1.0 =

Writing to a physical device can corrupt the device,
! (Target Device: [EA] ")
Are you sure you want to continue?

(6) When the write process is completed successfully, the message below appears. Click
UOKH.

%4 Complete- 1.0 it

o Write Successful,
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(7) Click "Exit".
%2 Win32 Disk Imager - 1.0 - O x
Iimage File Device
|D:/SH-NEWAH-EVK v 124 ime (88| [ed -]
Hash

Generate | | Copy

[] Fead Only Allocated Partitions

Proeress

Gancel Read | Wite | Werify Only | Exit

Exit Win32 Disk Imager

(8) Remove a micro SD card from the PC.

Fa Open Devices and Printers

Device

- Eject boot (E)

Safe To Remove Hardware

(9) Insert the micro SD card to Raspberry Pi.

—
—
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8. Device Connection

There are two methods for console connection; one is the connection using HDMI(GUI) of

Raspberry Pi, and the other is the connection using a network access (SSH) from a PC.

8.1. When GUIis Used

Connect a monitor, mouse and keyboard to Raspberry Pi.

R

TR Y X
11 X S 0 - - -
¥ i ] e S

i

(1) When Raspberry Piis turned on, the login performs automatically and the desktop screen

appears.
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(2) Start Terminal (LXTerminal) from the menu.

OO
@ Programming >

MEN nternet >
EH Calculator pi@raspberrypi: ~
Help >
File Edit Tabs Help
ﬂ =] File Manager pi@rasph
Preferences >

T_ Image Viewer
% Run... E} PDF Viewer

. Shutdown... n SD Card Copier
E Task Manager

>_ |Terminal

i I Command-line terminal
; i

"$ When it Absolutely Must Connect




SX-NEWAH-EVK Start-UP Guide 5i I eX

technology

8.2. When SSHis Used
* |t is necessary to set the static IP address of the wired LAN adaptor of the PC to the same
segment as the Raspberry Pi.
Setting example:
IP address: 192.168.0.1
Subnet mask: 255.255.255.0

Connect a PC and Raspberry Pi using an Ethernet cable.

Ethernet

= =

(1) Start the terminal software.
(2) Enter "192.168.0.10" for the host and "22" for the TCP port#.
(3) Select “SSH” for Service, and click "OK".

File Edit Setup ow  Help

Tera Term: New connection

x
®TCPIP IH051:| 192.168.0.10) v\l
[ History

Sewvice: O Telnet I

@® SSH SSHversion: SSH2  ~
O Other

Protocol: [UNSPEC v

Port

Cancel Help

”%‘ When it Absolutely Must Connect
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(4) If the below window is displayed, click “Continue”

SECURITY WARNING hd

There is no entry for the server "192. 168.0. 10" in your list of known
hosts, The machine you have contacted may be a hostile machine
pretending to be the server.

If you choose to add this machine to the known hosts list and continue,
then you will not receive this warning again.

The server's host key fingerprint is:
Fingerprint hash algorithm: (JMD5 (@) SHAZ56

256

+——[ECDSA 256 ]—H+

+———[SHAZ56 |————

Add this machine and its key to the known hosts list

(5) Enter "User name" and "Passphrase" and click "OK".

> User name : pi
> Passphrase : raspberry

File Edit Setup dow Help

S5H Authentication

Logging in to 192, 168.0.10
Authentication required.

[“TRemember password in memary
[OForward agent

(®) Use plain password to log in

(O Use RSA/DSA/ECDSA/ED25519 key tologin | Private key fle:

Use rhosts tolog in (S5H1) Local user name:

Host private key fie:

() Use challenge fresponse to log infkeyboard-interactive)

OusePageant tologin

(6) When the below screen appears, the login is completed.

"7:“ When it Absolutely Must Connect




SX-NEWAH-EVK Start-UP Guide Si I eX

technology

Tl 192.168.0.10 - pi@raspberrypi: ~ VT - O X

File Edit Setup Control Window Help
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9. Wireless Communication Check

Following explains how to check IP communication for a wireless connection after SX-
NEWAH-EVK is turned on in AP/STA mode.
* Before using this product, make sure that a specific low-power radio station is not operating

nearby. If a specific low-power radio station is operated, interference may occur.

Necessary Iltems

Prepare two SX-NEWAH-EVK units to which the configuration has been made according to

Chapter 7. For the IP address of eth0 (Ethernet |/F) of Raspberry Pi, configure the appropriate

one.

* For the IP address configuration method, refer to “11.2 How to Change IP Address of
Raspberry Pi’s ethO (Ethernet I/F)".

9.1. Sample Connection

((« )

f

Ethernet

PC - V1Y 1Y
TeraTerm "

192.168.0.1 A ! SX-NEWAH-EVK
(STA mode)

eth0:192.168.0.20
wlan0:192.168.200.2

1
(((( )))) SX-NEWAH-EVK
(AP mode)

eth0:192.168.0.10
wlan0:192.168.200.1

—
—
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9.2. How to Startin AP Mode

® Sample command to start in AP mode

sudo insmod /lib/modules/$(uname -r)/nrc.ko fw_name=nrc7292_cspi.bin hifspeed=16000000

sudo ifconfig wlanO up

cli_app set txpwr 23

cli_app set maxagg 1 8

cli_app set gi short

sudo hostapd -B ~/sx-newah/conf/US/ap_halow_sae.conf

SHOMGHOMOMOMGC)

sudo ifconfig wlan0 192.168.200.1

® Explanations of commands and parameters above
(For details, refer to “Driver Load Parameter” and “Command List” of the specification
document[SC111270].)

@ Driver load
* Be sure to wait for 5 or more seconds before starting @ after finishing @.

@ Active a wireless interface

® Tx power setting

Command txpwr <value>
i set txpwr 23
sample
(T value 1-30(1dB step)
argument
Default value 10
® Maximum aggregation size
Command maxagg <ac> <max num> {size}
i set maxagg 0 8
sample
ac Access Category
0:BK, 1:BE, 2:VI, 3:VvO
. 1-13: Aggregation size
Command rend g:af;ggi;eeg;tggghgilza}glreadggregation (option)
argument (*) O is set when not specified.

Size (*) The data frame is aggregated when the total size of the MAC
layer is larger than the threshold. When 0 is set, all data frames
are aggregated.

Default value Aggregation is disabled for all access categories.
Note * Set the aggregation size 8 or lower, or otherwise, the communication becomes unstable.
® Guard interval
Command gi <short|long|auto>
R set gi short
sample
short Fixed to Short Guard Interval
long Fixed to Long Guard Interval
Command - - -
Short/Long Guard Interval switches automatically according to
argument . -

auto the wireless environment.

* This setting is valid only when the station mode is on.
Default value long

"? When it Absolutely Must Connect
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(® Hostapd start

@ |IP address configuration for a wireless interface

—
—
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9.3. How to Startin STA Mode

® Sample Command to Start in STA Mode
sudo insmod /lib/modules/$(uname -r)/nrc.ko fw_name=nrc7292_cspi.bin hifspeed=16000000

sudo ifconfig wlanO up

cli_app set txpwr 23s

cli_app set maxagg 1 8

cli_app set gi short

sudo wpa_supplicant -i wlan0 -D nI80211 -B -c ~/sx-newah/conf/US/sta_halow_sae.conf

SHOMGHOMOMOMGC)

sudo ifconfig wlan0 192.168.200.2

® Explanations of commands and parameters above
(For details, refer to “Driver Load Parameter” and “Command List” of the specification
document[SC111270].)

@ Driver load

* Be sure to wait for 5 or more seconds before starting @ after finishing @.

@ Active a wireless interface

(® Tx power setting (The configuration method and the specification are the same as AP mode.)

® Maximum Aggregation size (The configuration method and the specification are the same as AP

mode.)
® Guard interval (The configuration method and the specification are the same as AP mode.)
® wpa_supplicant start

* When "wpa_state=COMPLETED” is displayed after "sudo wpa_cli -i wlan0 status" is

executed, AP connection is completed.

cli =i wlanl st

@ |IP address configuration for a wireless interface
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9.4. Communication Check Using Ping Command
For a wireless connection between the units operating in AP/STA mode, communication can

be checked using the ping command.

® Sample Ping command (when the ping command is executed from the AP-mode unit to

the STA-mode unit)
@ ping 192.168.200.2 -¢c 100 -i 0.2 -s 100

Explanations of parameters in the above sample command

Parameters Meaning

192.168.200.2 Specify the destination IP address to communicate with.

In the sample command, the destination is set to 192.168.200.2.

-c 100 Specify the number of ping communications.

In the sample command, it is set to 100 times.

-i0.2 Specify the interval of ping communication (second).

In the sample command, it is set to 0.2 sec.

-s 100 Specify the ping data size (byte).

In the sample command, it is set to 100Byte.

When the result of packet loss is 0% as shown below after the ping command is executed,

the communication is successfully completed.

"5-“ When it Absolutely Must Connect
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9.5. Speed Check Using iperf Command

For a wireless connection between the units operating in AP/STA mode, communication

speed can be checked using the iperf command.

® Sample iperf command (UDP communication)

> Start the AP-mode unit as a server of iperf

iperf-s -u-i 10

Explanations of parameters in the above sample command

Parameters Meaning
] Start iperf as a server.
In the sample command, the AP mode unit is used as a server.
-u Specify that the iperf communication runs in UDP.
-i10 Specify the interval to display the result of iperf throughput

(seconds). In the sample command, the interval is set to 10 sec.

> Start the STA-mode unit as a client of iperf (do it after the server is started)

iperf -c 192.168.200.1 -u -b 50M -i 10 -t 60

Explanations of parameters in the above sample command

Parameters

Meaning

-¢ 192.168.200.1

Start iperf as a client and specify the IP address of the server.

In the sample command, “192.168.200.1” is set for the server.

-u Specify that the iperf communication runs in UDP.
-b 50M Specify the bandwidth for data transmission (bps).
In the sample command, it is set to 50Mbps.
-i10 Specify the interval to display the result of iperf throughput
(seconds). In the sample command, the interval is set to 10 sec.
-t 60 Specify the data transmission period (seconds).

In the sample command, the data transmission period is set to 60

SecC.

—
—
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The communication performs correctly if the result of the command is output from the server
as shown below, after the client unit is turned on and the specified period (the period
specified by ‘t’ option) has elapsed.

- -k S0M - 10 -t B0

1 port H0M

34 Mbits/sec

® NOTE
Make sure that the AP-mode unit and STA-mode unit are not placed too close together.
Wireless communication may not be stable in an environment where signal strength is
strong as the distance is too short.

It is recommended to keep the devices at least 3 m apart.

txpwr=17

AP ——>| sm

3m

"—_‘? When it Absolutely Must Connect
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10. Troubleshooting

® SSH login fails
» Make sure that the PC and Raspberry Pi are correctly connected using an Ethernet
cable.
» Connect to Raspberry Pi as explained at 8.1 and check the IP address of the Ethernet
|/F(eth0) using the ifconfig command.

® [Even if a wireless driver is loaded, the wireless interface (wlan0) is not generated.
> Check the DIPSW setting of SX-NEWAH-EVK (7.1.1 DIP Switch Setting).
» Check the connection between Raspberry Pi and SX-NEWAH-EVK.
> Restart SX-NEWAH-EVK and try again.

® Wireless connection between AP and STA is not established.
» Check that the settings described in the configuration files are correct for both AP’
and STA' (ap_halow_*.conf or sta_halow_*.conf).
< When WPA2-PSK, WPA3-SAE/OWE is used:
Check that the settings (e.g. wpa_passphrase, IEEE 802.11w, etc.) are identical
between the AP’s and STA’'s configuration files (ap_halow_*.conf or

sta_halow_*.conf).

® iperf throughputis low
» The reception strength may be too strong as the units are too close. Keep more
distance between the units or change the Tx power for both AP/STA units using the
txpwr command.

» Check the connection between antenna and the antenna cable.

—
—
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11.Appendix

11.1.

Sample Image Files

File or Folder

Path

Description

ap_halow_open.conf

[SX_PKG]/conf/lUS

AP configuration file (open mode)

ap_halow_wpa2.conf

[SX_PKG]/conf/lUS

AP configuration file (WPA2-PSK)

ap_halow_owe.conf

[SX_PKG]/conf/lUS

AP configuration file (WPA3-OWE)

ap_halow_sae.conf

[SX_PKG]/conf/lUS

AP configuration file (WPA3-SAE)

sta_halow_open.conf

[SX_PKG]/conf/lUS

STA configuration file (open mode)

sta_halow_wpa2.conf

[SX_PKG]/conf/lUS

STA configuration file (WPA2-PSK)

sta_halow_owe.conf

[SX_PKG]/conf/lUS

STA configuration file (WPA3-OWE)

sta_halow_sae.conf

[SX_PKG]/conf/lUS

STA configuration file (WPA3-SAE)

nrc.ko

/lib/modules/4.14.70-v7+

SX-NEWAH Host driver

nrc7292_cspi.bin

/lib/firmware

SX-NEWAH firmware

* [SX_PKG] = /home/pi/sx-newah

*

Please refer to

“hostapd.conf”

and

“wpa_supplicant.conf”

of the specification

document(SC111270) for the contents of "ap_halow_*.conf" and "sta_halow_*.conf".
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11.2. How to Change IP Address of Raspberry Pi’s ethO (Ethernet I/F)

Following explains how to change the IP address of Raspberry Pi's ethO (Ethernet I/F).
® | ogin according to “8.2 When SSH is Used”.

® On the SSH console, execute "sudo nano /etc/dhcpcd.conf".

T 192.168.0.10 - pi@raspberrypi: ~ VT - O X

File Edit Setup Control Window Help

T 192.168.0.10 - pi@raspberrypi: ~ VT - O X
File Edit Setup Control Window Help

ver of our hostrame for D
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® Change the below IP address to a desired one.

T 192.168.0.10 - pi@raspberrypi: ~ VT — ] X
File Edit Setup Control Window Help

To Lire i

Tl 182.168.0.10 - pi@raspberrypi: ~ VT - O X
Eile Edit Setup Control Window Help

28
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® Press Ctrl + O.

T 192.168.0.10 - pi@raspberrypi: ~ VT - O X
File Edit Setup Control Window Help

® Press the Enter key and press Ctrl + X.

T 192.168.0.10 - pi@raspberrypi: ~ VT - O X

pifraspberrypi:”
pifraspberrypi:”
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® [Execute "sudo poweroff".

T 192.168.0.10 - pi@raspberrypi: ~ VT - O X
File Edit Setup Control Window Help

® Restart Raspberry Pi.

*When Raspberry Piis started next time, the specified value is used as an IP address of eth0.

30
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