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1. Explanations

Regarding the RH850 Gen1 Series, a supplementary explanation of the flash security function has been

added to User's Manual Hardware and Flash Memory User’s Manual: Hardware Interface. Please consider 

this content to use the applicable products. 

2. Modified Description

2.1. The following description will be modified in the User’s Manual: Hardware (Red character).

(1) RH850/E1x-FCC1, RH850/E1M-S, RH850/E1L

(1-1) Section 33 Flash Memory

33.4 Functional Overview 

Table 33.4 Summary of Security Functions 

<Before> 
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<After> 

Note1. The “Prohibition of connection of a dedicated flash memory programmer” function can be used in conjunction with “ID 

authentication” or the prohibition of commands (*2). 

Note2. Prohibition of commands (for block erasure, programming, and reading) can be set independently. 

(1-2) Section 34 Flash Security 

34.1.1.2 Functions Unique to Serial Programming Mode 

<Before> 

Three functions are provided as security functions unique to serial programming mode: ID authentication, 

prohibition of programming, erasure, and read commands, and prohibition of serial programmer connection. 

Parallel use of these functions is not allowed. 

<After> 

Three functions are provided as security functions unique to serial programming mode: ID authentication, 

prohibition of programming, erasure, and read commands, and prohibition of serial programmer connection. 

Parallel use of these functions is not allowed. 

*1

*2

*2

*2
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(1-3) Section 34 Flash Security 

34.1.1.2 Functions Unique to Serial Programming Mode 

Table 33.4 Summary of Security Functions 

<Before> 

<After> 

(2) RH850/E1x-FCC2, RH850/E1M-S2

(2-1) Section 34 Flash Memory

34.4 Functional Overview 

Table 34.4 Summary of Security Functions 

(The above three cannot be 
 used in parallel.) 

RENESAS TECHNICAL UPDATE TN-RH8-B0463A/E Date: Mar. 9, 2023 



Page 4 of 33 

<Before> 

<After> 

Note1. The “Prohibition of connection of a dedicated flash memory programmer” function can be used in conjunction with 

“ID authentication” or the prohibition of commands (*2). 

Note2. Prohibition of commands (for block erasure, programming, and reading) can be set independently. 

*1

*2

*2

*2
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(2-2) Section 35 Security 

35.1.1.2 Functions Unique to Serial Programming Mode 

<Before> 

Three functions are provided as security functions unique to serial programming mode: ID authentication, 

prohibition of programming, erasure, and read commands, and prohibition of serial programmer connection. 

Parallel use of these functions is not allowed. 

<After> 

Three functions are provided as security functions unique to serial programming mode: ID authentication, 

prohibition of programming, erasure, and read commands, and prohibition of serial programmer connection. 

Parallel use of these functions is not allowed. 

(2-3) Section 35 Security 

35.1.2 Connection Restriction Function of Debug Interface 

Table 35.1 Security Functions in Each Mode 

<Before> 

<After> 

(The above three cannot be 
 used in parallel.) 
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(3) RH850/P1L-C

(3-1) Section 28 Flash Memory

28.7 Functional Overview 

Table 28.9 Summary of Security Functions 

<Before> 

<After> 

Note1. The “Prohibiting of connection of a serial programmer” can be used in conjunction with the prohibition of commands 

(*2).   

Note2. Prohibition of commands (for block erasure, programming, and read) can be set independently.  

*1 

*2 

*2 

*2 
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(4) RH850/P1M-C, P1H-C

(4-1) Section 32 Flash Memory

32.7 Functional Overview 

Table 32.9 Summary of Security Functions 

<Before> 

<After> 

Note1. The “Prohibiting of connection of a serial programmer” can be used in conjunction with the prohibition of commands 

(*2).  

*1 

*2 

*2 

*2 
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Note2. Prohibition of commands (for block erasure, programming, and read) can be set independently. 

(5) RH850/P1M

(5-1) Section 35 Flash Memory

35.4 Functional Overview 

Table 35.4 Summary of Security Functions, Table 35.5 Available Operations and Security Settings 

<Before> 
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<After> 

Note1. The “Prohibition of the connection of a serial programmer” can be used in conjunction with “ID authentication” 

 or the prohibition of commands (*2). 

Note2. Prohibition of commands (for block erasure, programming, and read) can be set independently. 

*1

*2

*2

*2
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(6) RH850/P1M-E

(6-1) Section 35 Flash Memory

35.4 Functions 

35.4.1 Functional Overview  

Table 35.4 Summary of Security Functions, Table 35.5 Available Operations and Security Settings 
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<Before> 
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<After> 

Note1. The “Prohibition of the connection of a dedicated flash memory programmer” can be used in conjunction 

    with “ID authentication” or the prohibition of commands (*2). 

Note2. Prohibition of commands (for block erasure, programming, and read) can be set independently. 

*1

*2

*2

*2
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(7) RH850/C1H, C1M

(7-1) Section 31 Flash Memory

31.4 Functional Overview 

Table 14.4 Summary of Security Functions 

<Before> 
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<After> 

Note1. The “Prohibition of the connection of a dedicated flash memory programmer” can be used in conjunction 

    with “ID authentication” or the prohibition of commands (*2). 

Note2. Prohibition of commands (for block erasure, programming, and reading) can be set independently. 

(7-2) Section 32 Flash Security 

32.1.1.2 Functions Unique to Serial Programming Mode 

<Before> 

Three functions are provided as security functions unique to serial programming mode: ID authentication, 

prohibition of programming, erasure, and read commands, and prohibition of serial programmer connection. 

Parallel use of these functions is not allowed. 

<After> 

Three functions are provided as security functions unique to serial programming mode: ID authentication, 

prohibition of programming, erasure, and read commands, and prohibition of serial programmer connection. 

Parallel use of these functions is not allowed. 

*1

*2

*2

*2
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(7-3) Section 32 Flash Security 

32.1.2 Connection Restriction Function of Debug Interface 

Table 32.1 Security Functions in Each Mode 

<Before> 

<After> 

(The above three cannot be 
 used in parallel.) 
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(8) RH850/C1M-A

(8-1) Section 35 Flash Memory

35.4 Functional Overview 

Table 14.4 Summary of Security Functions 

<Before> 

<After> 

Note1. The “Prohibition of the connection of a dedicated flash memory programmer” can be used in conjunction 

    with “ID authentication” or the prohibition of commands (*2). 

Note2. Prohibition of commands (for block erasure, programming, and reading) can be set independently. 

*1

*2

*2

*2
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(8-2) Section 36 Flash Security 

36.1.1.2 Functions Unique to Serial Programming Mode 

<Before> 

Three functions are provided as security functions unique to serial programming mode: ID authentication, 

prohibition of programming, erasure, and read commands, and prohibition of serial programmer connection. 

Parallel use of these functions is not allowed. 

<After> 

Three functions are provided as security functions unique to serial programming mode: ID authentication, 

prohibition of programming, erasure, and read commands, and prohibition of serial programmer connection. 

Parallel use of these functions is not allowed. 

(8-3) Section 36 Flash Security 

36.1.2 Connection Restriction Function of Debug Interface 

Table 36.1 Security Functions in Each Mode 

<Before> 

<After> 

(The above three cannot be 
 used in parallel.) 
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(9) RH850/D1x

(9-1) Section 52 Flash Memory

52.4 Functional Overview

Table 52.4 Summary of Security Functions

<Before>
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<After> 

Note1. The “Prohibition of connection of a serial programmer” can be used in conjunction 

   with “ID authentication” or the prohibition of commands (*2). 

Note2. Prohibition of commands (for block erasure, programming, and read) can be set independently. 

(10) RH850/F1L

(10-1) Section 35 Flash Memory

35.4  Functions 

35.4.1 Functional Overview 

Table 35.4 Summary of Security Functions 

*1

*2

*2

*2
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<Before> 

<After> 

Note1. The “Prohibition of the connection of a dedicated flash memory programmer” can be used in conjunction 

    with “ID authentication” or the prohibition of commands (*2). 

Note2. Prohibition of commands (for block erasure, programming, and read) can be set independently. 

*2

*1

*2

*2
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(11) RH850/R1L

(11-1) Section 25 Flash Memory

25.4 Functions 

25.4.1 Functional Overview 

Table 25.4 Summary of Security Functions 

<Before> 

<After> 

*1

*2

*2

*2
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Note1. The “Prohibition of the connection of a dedicated flash memory programmer” can be used in conjunction 

   with “ID authentication” or the prohibition of commands (*2). 

Note2. Prohibition of commands (for block erasure, programming, and read) can be set independently. 

(12) RH850/F1M

(12-1) Section 36 Flash Memory

36.4 Functions

36.4.1 Functional Overview

Table 36.4 Summary of Security Functions

<Before>
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<After> 

Note1. The “Prohibition of the connection of a dedicated flash memory programmer” can be used in conjunction 

    with “ID authentication” or the prohibition of commands (*2). 

Note2. Prohibition of commands (for block erasure, programming, and read) can be set independently. 

(13) RH850/F1H

(13-1) Section 37 Flash Memory

37.4 Functions

37.4.1 Functional Overview

Table 37.4 Summary of Security Functions

*1

*2

*2

*2
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<Before> 

<After> 

Note1. The “Prohibition of the connection of a dedicated flash memory programmer” can be used in conjunction 

    with “ID authentication” or the prohibition of commands (*2). 

Note2. Prohibition of commands (for block erasure, programming, and read) can be set independently. 

*1

*2

*2

*2
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(14) RH850/ F1H-100

(14-1) Section 37 Flash Memory

37.4 Functions

37.4.1 Functional Overview

Table 37.4 Summary of Security Functions

<Before>

<After> 

Note1. The “Prohibition of the connection of a dedicated flash memory programmer” can be used in conjunction 

  with “ID authentication” or the prohibition of commands (*2). 

*1

*2

*2

*2
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Note2. Prohibition of commands (for block erasure, programming, and read) can be set independently.. 

(15) RH850/F1K

(15-1) Section 37 Flash Memory

37.4 Functions

37.4.1 Functional Overview

Table 37.4 Summary of Security Functions

<before>
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<After> 

Note1. The “Prohibition of the connection of a dedicated flash memory programmer” can be used in conjunction 

    with “ID authentication” or the prohibition of commands (*2). 

Note2. Prohibition of commands (for block erasure, programming, and read) can be set independently. 

(16) RH850/F1KM, F1KH

(16-1) Section 44 Flash Memory

44.4 Functions

44.4.1 Functional Overview

Table 44.4 Summary of Security Functions

*1

*2

*2

*2
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<before> 

<After> 

Note1. The “Prohibition of the connection of a dedicated flash memory programmer” can be used in conjunction 

    with “ID authentication” or the prohibition of commands (*2). 

Note2. Prohibition of commands (for block erasure, programming, and read) can be set independently. 

*1

*2

*2

*2
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    2.2. The following description will be modified in the Flash Memory User’s Manual: Hardware Interface (Red 

character).  

(1) RH850/E1x-FCC1, RH850/E1x-FCC2, RH850/C1H,C1M, RH850/C1M-A, RH850/D1x, RH850/F1L, RH850/R1L,

RH850/F1M, RH850/F1H, RH850/F1K, RH850/F1KM, RH850/F1KH

Section 6 FACI Command 

6.3 Use FACI Command 

6.3.17 Configuration Programming Command 

<Before> 

Table 6.x List of Security Setting Data 

<After> 

Table 6.x List of Security Setting Data 

CAUTION: When using the security functions in combination, write the logical AND data of the security setting data. 

Example）“Serial programmer connection disabled” and “ID authentication enabled” in serial programming mode 

FFFF FFFF FFFF FFFF FFFF FFFF 16FF FFFFH 

Note1. The “Serial programmer connection disabled” function can be used in conjunction with “ID authentication 

enabled in serial programming mode” or the disabling of commands (*2). 

Note2. Command disabled (Block erasure, Programming, and Read) can be set in the different combination. 

*1 

*2 

*2 

*2 

x = 7: E1x-FCC1, E1x-FCC2, 

x = 6: Other than the above 
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(2) RH850/P1M

Section 6 FACI Command

6.3 Use FACI Command 

6.3.17 Config Program Setting Command 

<Before> 

Table 6.6 List of Security Setting Data 

<After> 

Table 6.6 List of Security Setting Data 

CAUTION: When using the security functions in combination, write the logical AND data of the security setting data. 

Example）“Serial programmer connection disabled” and “ID authentication enabled” in serial programming mode 

FFFF FFFF FFFF FFFF FFFF FFFF 16FF FFFFH 

Note1. The “Serial programmer connection disabled” function can be used in conjunction with “ID authentication 

enabled in serial programming mode” or the disabling of commands (*2). 

Note2. Command disabled (Block erasure, Programming, and Read) can be set in the different combination. 

*1 

*2 

*2 

*2 
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(3) RH850/P1M-E

Section 6 FACI Command

6.3 Use FACI Command 

6.3.16 Config Program Setting Command 

<Before> 

Table 6.6 List of Security Setting Data 

<After> 

Table 6.6 List of Security Setting Data 

CAUTION: When using the security functions in combination, write the logical AND data of the security setting data. 

Example）“Serial programmer connection disabled” and “ID authentication enabled” in serial programming mode 

FFFF FFFF FFFF FFFF FFFF FFFF 16FF FFFFH 

Note1. The “Serial programmer connection disabled” function can be used in conjunction with “ID authentication 

enabled in serial programming mode” or the disabling of commands (*2). 

Note2. Command disabled (Block erasure, Programming, and Read) can be set in the different combination. 

*1 

*2 

*2 

*2 
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(4) RH850/P1L-C, RH850/P1M-C, RH850/P1H-C

Section 6 FACI Command

6.3 Use FACI Command 

6.3.16 Config Program Setting Command 

<Before> 

<After> 

CAUTION: When using the security functions in combination, write the logical AND data of the security setting data. 

Example）”Serial programmer connection disabled” and “Block erasure command disabled” 

FFFF FFFF FFFF FFFF FFFF FFFF D7FF FFFFH 

Note1. The “Serial programmer connection disabled” can be used in conjunction with disabling of commands (*2). 

Note2. Command disabled (Block erasure, Program, and Read) can be set in the different combination. 

*1 

*2 

*2 

*2 
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3. Future Action

For the user’s manual, the descriptions of red characters will be released by errata.

<Related Documents> 
Series Group Document Title Rev. Document Number 
RH850 P1L-C RH850/P1L-C Group User’s Manual: Hardware 1.10 R01UH0592EJ0110 
RH850 P1x-C RH850/P1x-C Group User’s Manual: Hardware 1.30 R01UH0517EJ0130 
RH850 P1M RH850/P1x Group User’s Manual: Hardware 1.40 R01UH0436EJ0140 
RH850 P1M-E RH850/P1M-E Group User’s Manual: Hardware 1.20 R01UH0585EJ0120 
RH850 C1H/C1M RH850/C1x User’s Manual: Hardware 1.60 R01UH0414EJ0160 
RH850 C1M-A RH850/C1M-A1, C1M-A2 User’s Manual: Hardware 1.20 R01UH0607EJ0120- 
RH850 E1x-FCC1 RH850/E1x-FCC1 User’s Manual: Hardware 1.20 R01UH0416EJ0120 
RH850 E1M-S RH850/E1M-S User’s Manual: Hardware 1.20 R01UH0466EJ0120 
RH850 E1L RH850/E1L User’s Manual: Hardware 1.20 R01UH0468EJ0120 
RH850 E1x-FCC2 RH850/E1x-FCC2 User’s Manual: Hardware 1.20 R01UH0527EJ0110 
RH850 E1M-S2 RH850/E1M-S2 User’s Manual: Hardware 1.20 R01UH0603EJ0110 
RH850 D1x RH850/D1L/D1M Group User’s Manual: Hardware 2,20 R01UH0451EJ0220 
RH850 F1L RH850/F1L Group User’s Manual: Hardware 1.33 R01UH0390EJ0133 
RH850 R1L RH850/R1x Group User’s Manual: Hardware 1.31 R01UH0411EJ0131 
RH850 F1H RH850/F1H Group User’s Manual: Hardware 1.12 R01UH0445EJ0112 
RH850 F1H-100 RH850/F1H PREMIUM 100pin Version User’s Manual: 

Hardware 
1.00 R01UH0631EJ0100 

RH850 F1M RH850/F1M Group User’s Manual: Hardware 1.03 R01UH0518EJ0103 
RH850 F1K RH850/F1K Group User’s Manual: Hardware 1.10 R01UH0562EJ0110 
RH850 F1KM, 

F1KH 
RH850/F1KH, RH850/F1KM User’s Manual: Hardware 1.30 R01UH0684EJ0130 

RH850 P1x-C RH850/P1x-C Flash Memory User’s Manual: Hardware 
Interface 

1.10 R01UH0539EJ0110 

RH850 P1M RH850/P1x Flash Memory User’s Manual: Hardware 
Interface 

1.40 R01UH0482EJ0140 

RH850 P1M-E RH850/P1M-E Flash Memory User’s Manual: Hardware 
Interface 

1.20 R01UH0615EJ0120 

RH850 C1H/C1M RH850/C1x Flash Memory User’s Manual: Hardware 
Interface 

1.40 R01UH0548EJ0140 

RH850 C1M-A RH850/C1M-A Flash Memory User’s Manual: Hardware 
Interface 

1.10 R01UH0648EJ0110 

RH850 E1x-FCC1 RH850/E1x Flash Memory User’s Manual: Hardware 
Interface 

1.20 R01UH0417EJ0120 

RH850 E1x-FCC2 RH850/E1x-FCC2 Flash Memory User’s Manual: 
Hardware Interface 

1.10 R01UH0552EJ0110 

RH850 D1x RH850/D1x Flash Memory User’s Manual: Hardware 
Interface 

1.10 R01UH0523EJ0110 

RH850 F1L,F1M,
F1H 

RH850/F1L, RH850/F1M, RH850/F1H Flash Memory 
User’s Manual: Hardware Interface 

1.13 R01UH0467EJ0113 

RH850 R1L RH850/R1L Flash Memory 
User’s Manual: Hardware Interface 

1.11 R01UH0594EJ0111 

RH850 F1KM, 
F1KH,F1K 

RH850/F1KH, RH850/F1KM, RH850/F1K Flash Memory 
User’s Manual: Hardware Interface 

1.30 R01UH0622EJ0130 
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