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Thank you for your interest in the EZ-PD™ Analyzer Utility. This is a Windows-based utility that works in conjunction with
the CY4500 EZ-PD™ Protocol Analyzer to capture the Power Delivery (PD) traffic occurring on the Configuration Channel
(CC) lines of a Type-C connection; this is a very handy debugging tool for developers.

Note that the EZ-PD™ Analyzer Utility supports decoding of PD packets as per USB PD Specification Revision 2.0, V1.2.

1.1 Getting Started

This user guide describes the features of the EZ-PD™ Analyzer Utility and how to use it. The EZ-PD™ Analyzer Utility
section explains how to use the tool. The Troubleshooting section lists the troubleshooting procedure.

1.2 Additional Learning Resources

Visit the CCG web page at www.cypress.com/CCG for the list of Type-C products from Cypress and additional learning
resources including datasheets and application notes.

1.3 Technical Support

For assistance, go to www.cypress.com/go/support or contact our live customer support at +1 (800) 858-1810 (in the U.S.)
or +1 (408) 943-2600 (international) and follow the voice prompt.

1.4 Document Conventions

Table 1. Document Conventions for Guides

Convention Usage
Courier New Displays file locations, user-entered text, and source code:
C:\ ...cd\icc\
Italics Displays file names and reference documentation:

The “Configuration Options” section of the HX3 datasheet gives more details about the use
of pin straps

File > Open Represents menu paths:
File > Open > New Project

Bold Displays commands, menu paths, and icon names in procedures:
Click the File icon and then click Open.

Times New Roman Displays an equation:
2+2=4

Text in gray boxes Describes Cautions or unique functionality of the product.

EZ-PD™ Analyzer Utility User Guide, Doc. No. 002-12896 Rev. *B 4
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1.5 Abbreviations

Table 2. List of Abbreviations

Abbreviation Meaning

GUI Graphical User Interface
PD Power Delivery

SOP Start Of Packet

Msg ID Message ldentification
CcC Configuration Channel
PC Personal computer
Obj Count Object Count
usB Universal Serial Bus

EZ-PD™ Analyzer Utility User Guide, Doc. No. 002-12896 Rev. *B
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2.1 EZ-PD™ Analyzer Utility GUI

Start the EZ-PD™ Analyzer Utility from Start > All Programs > Cypress > EZ-PD Analyzer Utility > EZ-PD Analyzer
Utility. The EZ-PD™ Analyzer Utility GUI is displayed, as shown in Figure 1.

Figure 1. GUI Layout of EZ-PD™ Analyzer Utility

Data Filter Setting
Trigger Setting Tab
CC Message Bar VBUS Status =

(@ Ez-PD™ Analyzer Utility = 5

File Actions Help

S ek JVBUS Voltage: 0V VBUS Current: 04 |

Y Status: | None v] SOP: [Nane v] Message: ‘ | Msg 1D: | | Obj Count: | ‘ Data Role: | J Power Role:

¢ |status| S0P | Message | M9 | Data | Power | O s ' Durstion| Delta || Vhus bus t

- rrr [ r [ [ [ [ [ [ [ [ ]

O 1 | .

EZ-PD Znalyzer is not cunneci:l.

I—Status Bar
Side Panel with CC Message description ———————

Main Panel and Trigger Setting Tab
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2.2 Capturing and Viewing PD Packets

Before capturing PD Packets, ensure that the CY4500 EZ-PD™ Protocol Analyzer hardware is connected and ready to
use. Ensure that the message displayed on the status bar at the bottom shows “EZ-PD Analyzer is connected”.

2.2.1 Capture PD Packets

EZ-PD™ Analyzer Utility User Guide, Doc. No. 002-12896 Rev. *B

To capture the PD Packets, click Start Capturing on the tool bar as shown in Figure 2 or select Actions > Start
Capturing.

Figure 2. Capturing PD Packets on the EZ-PD™ Analyzer Utility

-
& E7-PD™ Analyzer Utility

File  Actions Help

= (> B e e @

T Status: | None v] SOP: [None v] Message: | ‘ Msg 1Dz

Data Pnller

The status bar indicates that the EZ-PD™ Analyzer is running. It also displays the total number of PD packets
displayed on the GUI. The progress bar located at the bottom right corner turns green whenever PD packets are
received by the utility. The captured PD packets are displayed in the main panel as shown in Figure 3. Each of the PD
packet displayed is assigned with a serial number (SL#).

Figure 3. PD Packets Captured Using the EZ-PD™ Analyzer Utility

& £7.pD™ Analyzer Utility G=NHC
File Actions Help ——
e WS fofe VBUS Voltage: 418V VBUS Current: -022 A D
Y Status: [None  ~|SOP: [None - | Message: [ | Msg o | | obj Count: | | Data Role: PowerROTET — —
ﬂﬂﬁ@l.ﬂ_--- e
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4 OK  SOP.. VDM 0 Reser. DFP/. 1  (x104F OxFFO0S001 5845.. 631 1055 4994 014
5 OK SOP Source_.. 0 DFP Souce 4 0x4161 (x2601912C (x2D12C (x4B1... 5847.. 1023 1251 4934 014
6 OK SOP Source_.. 0 DFP Souce 4 x4161 (x2601912C (x2D12C (x4B1... 5849.. 1031 1055 4934 o1
7 OK SOP Source_. 0 DFP Source 4 (4161 3x2601912C 0x2D12C (x4B1... 5852.. 1030 1055 4.9%4 012
8 OK SOP Souce_. 0  DFP  Souce 4  (x41610«2601912C (x2D12C(x4B1.. 5854.. 1030 1055 4934 012
) OK  SOP.. VDM 1 Reser. DFP/. 1  (xI24F (xFF00B001 585.. 632 1275 49%4 o1
10 OK  SOP.. VDM 1 Reser. DFP/. 1  (x124F (xFF002001 5858.. 632 1055 49%4 212
1 OK  SOP.. VDM 1 Reser. DFP/. 1  (x124F O<FF008001 5859.. 633 1054 4994 012
12 OK  SOP.. VDM 1 Reser. DFP/. 1  (x124F (xFFO08001 5861.. 632 1055 4994 213
13 OK SOP Souce_. 1  DFP  Souce 4  (x43610«2601912C(x2D12C0«4B1.. 5963.. 1030 101790 43983 22
14 OK SOP Source_.. 1 DFP Souce 4 (04361 3x2601912C Bx2D12C (x4B1... 5965... 1.031 1054 4972 025
15 OK SOP Source_.. 1 DFP Source 4 04361 (x2601912C Bx2D12C (x4B1... 5968.. 1028 1056 4977 027
16 OK SOP Souce_. 1  DFP  Souce 4  (x43610«2601912C (x2D12C(edB1.. 5970.. 1031 1055 4977 025
17 OK  SOP.. VDM 2 Reser. DFP/. 1  (x144F (FF008001 5972.. 632 1287 4983 028
18 OK  SOP.. VDM 2 Reser. DFP/. 1  (x144F OFFO0S001 5974.. 633 1054 4983 028
19 OK  SOP.. VDM 2 Reser. DFP/. 1  (x144F OxFFO0S001 5975.. 631 1055 4983 028
2 OK  SOP.. VDM 2 Reser. DFP/. 1  (x144F GFF00B001 5977.. 631 1055 4383 029
21 OK SOP Source_. 2 DFP Souce 4 (x4561 0x2601912C (x2D12C (x4B1... 6.079... 1.031 101768 4.983 029
T——ov__eop__coaacor s SO e naw enos cno aen wsed o a,‘ . X
/ — =
(‘ EZ-PD Analyzer is running. PD Packecm (_ )

The various fields of PD packets which are displayed in the Main Panel of the GUI are described in Table 3.
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Table 3. Details of captured PD Packets

EZ-PD™ Analyzer Utility User Guide, Doc. No. 002-12896 Rev. *B

Field Name Description

SL# Message serial no.

Status Overall status of the message

SOP K-code marker used to delineate the start of the packet
Message PD Message Type

Msg Id Identifier for the message

Data Role Current Data Role of the Port

Power Role Current Power Role of the Port

Obj Count Number of 32-bit data object(s) that follow the header
Data 32-bit data object with header

Start Time (us) Start time of PD message

Duration (us) Duration of PD message

Delta (us) Time difference between previous and current PD message
Vbus (mV) Vbus voltage during the PD message capture

Note that VBUS status (Voltage and Current) are displayed live at the right top corner of the GUI as shown in Figure 3
as long as the CY4500 EZ-PD™ Protocol Analyzer hardware is connected to the Windows system (PC/Laptop). The
typical accuracy of the VBUS current displayed is +/- 0.15 A and the VBUS voltage displayed is +/- 1%.

Note: The EZ-PD Analyzer Utility can capture and display a maximum number of 25000 PD packets. This maximum
capture limit can be configured using Actions > Set Capture Limit as shown in Figure 4.

Figure 4. Invoking Data Capture Limit

B E7-pD™ Analyzer Uhility

Actions | Help
L B Start Capturing Ctrl+R
Y 5 B Clear Data Ctrl+Alt+C Mes;age Msq ID:
I'i] Download Firmware... P
'ower
@  Get Firmware Version
Fe  Add Marker Ctrl+M
” Remove Marker  Ctrl+Shift+M
E AL = bBicht
r—"\

Set Capture Limit... J)

Clear Filter(s)

Go Te Line... Ctrl+Alt+G

CC Termination Settings...

Specify the value for the data capture limit as shown in Figure 5. The default value is set to 15000 packets.

Figure 5. Setting Data Capture Limit

& Sat Capture Limit

Maimum Packet Capture Iert-

| 0K || Cancel || Reset

The utility will stop capturing the PD packets once the currently set capture limit is reached. A dialog box will be shown
to save and/or clear the captured data.
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2.2.2 View Packet Details

Click a PD packet to view its details in the side panel under the Detailed View tab as shown in Figure 6.

Figure 6. Details of the selected PD Packet

g
& E7.PD™ Analyzer Utility

[E=EERE)

<

[

EZ-PD RAnalyzer i3 running.

PD Packet Count:120

File  Actions Help
e WS fefR VBUS Voltage: 495V VBUS Current: -0.38 A
Y status: | None SOP: [None Message: | | msgi: |ObJCount [ | pata Rote: | & Role:
Detailed Vi
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Re
01 OK SOP VOM 6  DFP  Sowce 1  (xIDGF (<FFO0A002 4282, 631 533 4966 W/A el ¢
Data Objs (14.12) 2
02  OK SOP GoodCRC &  UFP  Smk 0 4282, 507 182 4944 WA
Message Id (11.9) 2
--------—----- Part Power Roe (8) SHK @)
2 0 N/A Spec Rev (7.6) Rev 2.0(1)
05 OK SOP VOM 7  DFP  Souce 1  (OxIFGF G<FFO18003 4262 632 645 4939 WA Port Data Role (5) UFP (0}
106  OK SOP GoodCRC 7  UFP Sk 0 (xE41 4282 507 181 4147 N/A Reserved (4) 0
107 OK SOP VOM 3 UFP  Smk 2  (x264F (k018043 (xCO5 4282 77 468 4950 WA Msg Type (3.0) Vendor Defined (VDM)
8 0K 50P GeodcRC 3 DFF  Sowce 0 a7l 472 439 146 4 WA vom Messagets) | |
09 OK SOP VDM 0 DFP  Souce 1 GxT16F GFOI8104 4282 B2 672 4355 A v Header  [oxrFO0B042
110 OK SOP GoodCRC 0  UFP Sk 0 (k1 4282 507 181 4844 N/A NI DEMTIELI6) (IRALD
VOM Type (15) Structured VDM
M1 0K SOP VOM 4  UFP  Srk 1 (xI84F BFOI8144 4282 642 657 5439 WA
Structed VDM Version (14_13) 1.0
112 OK SOP GoodCRC 4  DFF  Sowce 0  (xS61 4282, 439 M3 43% N/A —Y 0
113 OK SOF VDM 1 DFP Souce 2 (x236F (xFFOTETI0 Gc1 4282 764 526 4977 WA Object Postion (10.8) 7
114 OK SOP GoodCRC 1  UFP Sk 0 (241 4282 507 180 4972 N/A Command Type (7.5) Responder ACK
115 OK SO VOM 5 UFP Sk 2 GcAFOFFOT8150 A 4282, 718 468 4344 WA Reserved (5) 0
116 OK SOP GoodCRC 5  DFP  Souce 0  (xB61 4262 499 149 494 WA Command (4..0) Discover SVIDs
M7 ©OK SOP VDM 2  DFP  Souce 2  (x256F L<FFOIBTTI GB06 4282, 765 884 497 N/A [Discover svip vbo  [0xFF010000
118 OK SOP GoodCRC 2 UFP Sk 0 (41 4282.. 507 178 5016 N/A SVID031..1) G<FFO(DisplayFort)
19 OK  SOP VDM 6  UFP  Smk 1 (cICAFOxFFOI8151 4282 642 458 5104 WA (B | SVID105.0) D
120 OK SOP GoodCRC 6  DFP  Souce 0  (xD61 4282.. 499 W7 49N WA

S

J

The Detailed View tab lists all the attributes of a selected PD packet. Refer to Section 6 (Protocol Layer) of the USB
PD Specification Revision 2.0, V1.2 to get more details about the type of PD messages (Control Messages & Data

Messages) and their attributes.

2.2.3 Stop Packet Capture

Click the Stop Capturing icon in the tool bar as shown in Figure 7 or select Actions > Stop Capturing.

Figure 7. Stop Capturing PD Packets

& £7-PD™ Analyzer Utility

File  Actions Help

= Ko ke (@

Y Status: | Mone SOP: |Mone Message:

2.2.4 Save PD Packets

MgID

Power

S0P VDM Sinke (x524F eFFO08041 e6COH
100 oK S0P GoodCRC 1 DFP Source 0 361
m oK S0P VDM 6 DFP Source 1 [ 1D6F (FFO08002

Click the Save File icon in the tool bar as shown in Figure 8 or select File > Save to save the captured PD Packets.

EZ-PD™ Analyzer Utility User Guide, Doc. No. 002-12896 Rev. *B
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Figure 8. Save PD Packets

™ £7-PD™ Analyzer Utility

File  Actions Help

SOl ELLL

Y Status: | None SOP: | None

SOP VDM
100 oK SOP  GoedCRC 1 DFP
1m oK SOP VDM 6 DFP

The packets can be saved in any of the following 3 file formats (.ccgx / .xIsx / .csv) as shown in Figure 9.

Message Msg ID:

Power

Sink [<524F DeFFD020471 Q6N
Source O 361
Source 1 Ox1D6F (xFFODB002

Figure 9. File formats for PD Packets

-
M Save As

=)

f Y %
uuv| = (Y4500 EZ-PD Protocol Analyzer » 1.0 » Firmware

- |¢'v,_| ‘ Search Firmware 2 |

Organize * Mew folder

0 Favarites i Name
Bl Desktop
4 Downloads
%3 Dropbox
& Google Drive

=l Recent Places

m

Bl Desktop
- Libraries
A Selvakumar Manickam
Ll Computer
fj Metwork

=y @

Date medified

Mo iterns match your search,

- 4

I

File name/—\

Save as tyfier | CCGx files (Lcogu) (F.cogu)

Excel files {xlsx) (*.xlsx)
“ Hide Folders CSV files (.csv) (*.csv)
S

—

Note that .ccgx file is a proprietary Cypress format. Files stored in this format can be opened only using the EZ-PD

Analyzer Utility.

2.2.5 Clear PD Packets

Click the Clear Data icon in the tool bar as shown in Figure 10 or select Actions > Clear Data to clear all the captured
PD Packets. Clearing the PD packets resets the serial number (SL#) and the PD packets which are captured

subsequently will start with SL# 1.

Figure 10. Clearing the captured PD Packets

& £7-PD™ Analyzer Utility

File Actions Help

b WEe e

Y Status: |Mone S0P: | None

SOP VDM
100 OK S0P GoodCRC 1 DFP
m 0K SOP VDM ] DFP
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The captured packets also can be cleared by clicking the right mouse button on the main panel and by clicking Clear

all Data as shown in Figure 11.

Figure 11. Clearing the captured PD Packets from the Main Panel

-
& E7-pD™ Analyzer Utility e =
File  Actions Help
e EE R VBUS Voltage: 495V VBUS Current: 033 A
Y Status: |None SOP: [None Message: | | Mg | ‘OhJCcunt \ | Data Role: | | Power Role:
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Msg | Data | Power | Obj = aied View | Trigger
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Note 1: If PD packets are being received at the time of invoking Clear all Data, those PD packets may get displayed
with continuous serial nos. even after clearing the existing PD packets. Click Clear all Data again to clear them and to
reset the serial number for the PD packets to be captured subsequently.

Note 2: Multiple instances of the EZ-PD Analyzer Utility can be run on a given Windows system. However the data
capture can be done only by the instance that was started first. If data capture is invoked on any other instances, the

error message shown in Figure 12 will be displayed.

Figure 12. Data capture error message

-
EZ-PD™ Analyzer Utility

===

I.-"'_"\-.I Ancther instance of EZ-PD Analyzer Utility is already running to capture
W' the data. Please close that instance and try again.

2.3 Working with PD Packets
2.3.1 Open Saved PD Packet Files

The saved PD Packet files (.ccgx) can be viewed even when the EZ-PD™ Protocol Analyzer hardware is not
connected to the PC/Laptop. Click the Open File button on the tool bar (or select File > Open). Browse and select the

saved CCGX file.

2.3.2 Go To a PD Packet based on Serial Number

Click Actions > Go To Line... as shown in Figure 13 and enter the serial number (SL#) to select a PD packet in the

Main Panel based on the serial number.
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Figure 13. Invoking Go To Line

-
™ E7-PD™ Analyzer Utility

Actions | Help
% B Stop Capturing Ctrl+R
Ys B ClearData Ctrl+Alt+C Memge Msg ID:
+]  Download Fi
(¥ Download Firmware —
0 Get Firmware Version Role
n} Add Marker Ctrl+M Sinke <524F DxFFD08041 Ce6CON
220 |fis  Remove Marker  Ctrl+Shift+M
BN P nNechaker  CuleRight I--_
22 Set Capture Limit... e L
223 Sink 2 Qc244F DxFFD08042 QeFFD
224 Clear Filter(s) 5 0 561
775 <'|T' Go To Line... Ctrl+ Alt+G :“ Source 1 [ 1FGF DeFFD18003
226 CC Termination Settings... Sink 0 41
227 OK SOF VDM 3 OFF Sink 2 (c264F (cFFD15043 (CO5

2.3.3 Mark PD Packets

The PD Packets displayed in the main panel can be marked to locate them quickly.
Right-click a packet and select Add Marker, as shown in Figure 14. The marked packet gets highlighted in red.

Note: The red highlight is not shown if a marked packet is in selected state. De-select the marked packet by right
clicking another packet or by clicking on the side panel to see the highlighting in red.

Figure 14. Adding Marker to PD Packets

2.3.4 Step through Marked PD Packets

~
& £7.pD™ Analyzer Utility ==
File Actions Help
il BS FefP VBUS Votage: 495V VBUS Current: -0.38 A
Y Status: |None SOP: [None Message | | Msg0: | |Obj Count: [ | pata Role: [ | Power Role: | |
Detaled View | Tr
Status Data | Power T"‘e Duration i o @‘
Role | Role we) | © (-B) Vﬂ" Description [Value |
1 OK SOP.. VDM 0  Reser. DFP/. 1  [xID4F GcFFDOB00T 18027.. 632 0 1977 /A SOEhes SEALIE
OK SOP. VDM O  Reser. DFR/. 1  DcID4F OFFDOS0DT 18027.. 632 1054 /A = =T
- . Reserved (15) [}
-------- B dd Marker ----- Deta O (12 12 1
4 SOP 0 Reser. DFP/. 1 S 18027 62 105 4572 N/A
— Message Id (11.9) 0
5 OK SOP Sowce.. 0  DFP  Sowce 4 Clear ell data 1. 18028 1030 1240 4972 /A Cable Plug DFP/UFP (0)
5 OK SOP Souwce.. 0  DFP  Sowce 4 : .. 18028. 1030 1054 4977 WA Spec Rev 7.6) Fev 20{1)
7 OK SOP Sowce_. 0  DFP  Souwce 4 [xA161 0:2601912C 12D12C 0e4B1.. 18028 1030 1054 4977 /A Reserved (5) 0
3 OK SOP Sowcs. 0  DFP  Sowcs 4 (k4161 B2601912C 12D12C 0e4B1.. 18028 1030 1055 4972 /A Ressrved (4) 0

Click the Next Marker button on the toolbar (or, select Actions > Next Marker) to step through marked packets as

shown in Figure 15.

Figure 15. Accessing Marked PD Packets from the Next Marker Icon in the Tool Bar

-
& £7-PD™ Analyzer Utility [E=REER
File  Actions Help
el S e @ VBUS Voltage: 495V VBUS Current: -038 A
Y status: [ None SBP: [None Message: | | Msg: | ‘Obj Count | | pata Role: | | Power Role:
o — r — Detailed View | Trgger
Role | Role | = (us) Vnn [ [Valee |
1 S0P 0 Reser. DFF/. 1 [x104F (xFFO0001 18027 632 0 NAA SOtghos SEEIAS
2 SOP... VDM 0 Reser.. DFP/.. 1 0c104F BFFO02001 18027.. 632 1054 4977 N/A eader ________[0x124F
, ) Reserved (15) 0

3 OK  SOP.. VDM 0 Reser.. DFP/.. 1 01 04F (<FFO0B001 18027.. 631 1054 4966 N/A
Data Objs (14.12) 1

4 OK  SOP. VDM 0 Reser . DFP/. 1 [c104F (FFO03001 18027 632 1054 4872 N/A
Message Id (11..9) 1

5 OK  SOF Souce . O DFF  Souce 4 (4161 (x2601912C (2D12C GedB1.. 18028. 1030 1240 4972 N/A Cable Plog (8] DFP/URP ()

[ OK SOP Source_. O DFP  Souce 4  [x4161(x2601912C (x2D12C (edB1.. 180.28.. 1030 1054 4977 N/A Spec Rev (7.6) Rev 20 (1)

7 OK SOP Souce_. O DFP  Souce 4  [x4161(2601912CG2D12C GedB1. 18028 . 1030 1054 4877 N/A Reserved {5) 0

8 0K SOF Souce_. O DFP  Souce 4 (4161 (:2601912C32D12C GedB1. 18028 . 1030 1055 4972 N/A Reserved {4) 0

9 OK  SOP.. VDM 1 Reser.. DFP/.. 1 (b124F (xFFO0B00T 180.29... 632 1316 4939 NAA Msg Type (3.0) Vendor Defined (VDM)
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2.3.5 Remove Marker
Right-click the marked packet and select Remove Marker as shown in Figure 16.

Figure 16. Removing a Marker

-
& E7-PD™ Analyzer Utility ==
File Actions Help
il B3 FelfR VBUS Voltage: 485V VBUS Current: -0.38 A
Y Status: |None SOP: | None Message: | ‘ Msg ID: ‘ ‘ Obj Count: | | Data Role: | ‘ Power Role: ‘ |
Detailed Vi
Status Data | Power 'llme Duration| = e @‘
Role | Role sy | ) (usl Vﬂ"
OK  5OP.. VDM 0 Reser. DFP/. 1 Dx104F (xFFO08001 18027 632 0 N/A SOflme SOLRGRINES
OK  SOP.. VDM 0 Reser.. DFP/. 1 [ 104F (FFO0BD01 18027 632 1054 4877 N/A Dx1SE
--------—___I--- = -
4 SOP. 0 Re: DFP/.. 1 [c104F (FFO0BO01 N/A Dota s (112 !
SET..
\( Remove Marker Message Id (11.9) 0
5 OK SOP Souce_. 0 DFP  Source 4 D161 BAR0112C B2 —~] 1240 4372 N/A Cabe Plug (8 DFR/UFR @)
3 OK  SOP Souce . 0 DFP  Souce 4 4161 (e2601912C B2L 1054 4877 N/A Spec Rev (7.6) Rev20 (1)
7 OK SOP Souce . 0 DFF Souce 4 4161 (2601912C 2D12C G4BT 18028 1030 1054 4877 N/A Reserved {5) D
) OK  SOP  Souce . 0 DFF  Souce 4 4161 (2601972C B2D12C Ge4BT.. 180,28.. 1,030 1055 4972 N/A Reserved (4} 0

In order to remove all the markers, enter ‘Ctrl+A’ on the main panel to select all the packets, right-click and select
Remove Marker.

Note: Invoking ‘CtrlI+A’ results in selection of an empty row at the bottom of the main panel. De-select it by entering
‘Ctrl+left click’ before invoking Remove Marker.

2.3.6 Use Packet Filters

The packets displayed in the main panel can be filtered based on certain parameters, such as Status, SOP, Message,
Msg ID, Obj Count, Data Role and Power Role as shown in Figure 17. To filter the data packets, enter the filter value
in the appropriate field on the Data Filter bar.

Figure 17. Setting up a Data Filter
"_‘ EZ-PD™ Analyzer Utility =B g

File  Actions Help

VBUS Voltage! US Current: -039 A

‘ Obj Count: | | Data Role: ‘ | Power Role:
[
SOP Type SOP_PRIME'
2 OK S0P VDM 0 Reser . DFF/. 1 [hc104F (FFO0S001 18027 632 1054 4977 NAA SE00E
Reserved (15 0
3 OK  SOF.. VDM ] Reser.. DFF/. 1 D1 04F DeFFO0E001 180.27... 631 1054 4966 N/A =)
Data Objs (14.12) 1
4 OK  SOP.. VDM ] Reser.. DFF/. 1 Do 04F LeFFO0S001 18027.. 632 1084 4972 N/A
Message Id (11..9) 0
5 OK S0P  Souse_. 0 DFF  Soue 4 [(ed161 26019120 2D12C GedB1. 18028 1030 1240 4572 NAA Cable Plug & DFP/UFP ()
3 OK  SOP  Souce_. 0 DFP  Souce 4 (k161 DcEDM912C BaDI2C GedB1.. 180.28.. 1030 1054 4977 N/A Spec Rev (7.6) Rev20(1)
7 OK S0P Soume_ 0 DFF  Soue 4 (k4161 (26019120 2D12C GedB1. 18028 1030 1054 4577 NAA Reserved (5) 0
8 OK  SOP  Souce_. 0 DFP  Souce 4  [(e161 Be2601912C GEDIZC GedB1.. 180.28.. 1030 1055 4972 N/A Reserved (4) 0
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2.4 Advanced Features

This section describes the two advanced features (Trigger & CC Terminations) supported by the EZ-PD Analyzer
Utility.

2.4.1 Trigger

For complex debugging where an external system needs to be triggered for a specific PD event or for a combination of
PD events, the utility provides an option to set the trigger conditions.

Before invoking the Trigger feature on the EZ-PD Analyzer Utility, complete the hardware set-up required to capture the
trigger output. Connect jumper cables (provided in CY4500 package) to the relevant trigger output GPIOs (SOM, EOM
& MTR) and hook them to an oscilloscope.

Click on the Trigger Tab and set the trigger criteria as shown in Figure 18. Click Set to activate the trigger.

Figure 18. Setting Trigger condition from the Trigger tab

.

B £7.pD™ Analyzer Utility B =R

File Actions Help
>3 FefR VBUS Voltage: 495V VBUS Current: -0.38 A

Y Status: lNunE v] SOP: [Nune vl Message: | | MsgID: | ‘ Obj Count: | ‘ Data Role: | | Power Role:

Start . | [ Detai i
Msg | Data | Power tat |5 yation| Defta | Vbus buflel L—ﬂﬂuWJ;

si# Message Data Time E——
-%E-E_ fus) = Start S 2 >

H 0K  SOP_ VDM 0 Reser DFF/. 1 Thc104F BFFO0ED01 18027 632 1054 4577 N 0 sop

3 0K SOP.. VDM 0 Feser. DFF/. 1 e104F GeFFO02001 180,27.. 631 1054 4966 177

4 0K SOP.. VDM 0 Reser.. DFP/. 1 [ 104F BeFFO0B001 180.27.. 632 1054 4972 177 [l Messoge

5 OK  SOP Sowcs_ 0 DFP  Soume 4 (4161 B2BNSIIC B2D12C 0BT 18028 1030 1240 4972 /A [T obj Court:

3 OK SOP Souce . 0 DFP  Soume 4 (k4161 LZBIS1ZC B2D12C AB1 18028 1030 1054 4577 /A [ Msg I

7 OK SOP Souce_.. 0  DFP  Seuce 4  (x4161L2B01912C 02D12C 0BY. 180.28. 1030 1054 4577 177 —

8 0K S0P Souce_.. 0  DFP  Seuce 4  [e4161 RZEDI912C 02DIZC OefB1.. 180.28.. 1030 1055 4972 N/A pE=m

Following is the procedure to change or remove trigger criteria which has been activated:
a. Change the trigger criteria in the Trigger Tab
b. Click Set to activate the new trigger criteria

c. To clear all triggers, click on the Clear button below the trigger criteria

Note 1: Trigger and PD packet capture are independent activities. Activating a trigger does not require PD packet
capture to be in progress.

Note 2: The trigger criteria shall get reset if the CY4500 hardware gets disconnected from the Windows system
(PC/Laptop) on which the EZ-PD Analyzer Utility is running.

You can set six trigger conditions as follows:

- Start SL#: This trigger condition is tied to a GPIO (SOM-Start of Message) on the CY4500 EZ-PD™ Protocol
Analyzer hardware. Depending on the SL# number set, the GPIO gets triggered. For example, if the Start SL# is
set to 2, the GPIO will be triggered when the second PD packet is captured. An Oscilloscope capture on the
GPIO under this trigger condition will be as shown in Figure 19.
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Figure 19. Trigger waveform output

Previu Mnise Filter Off

- End SL#: This trigger condition is tied to another GPIO (EOM-End of Message) on the EZ-PD™ Protocol Analyzer
Hardware. Depending on the SL# number set, this GPIO gets triggered. For example, if the End SL# is set to
100’, the GPIO will be triggered when the 100" CC message is captured.

You can set four more trigger conditions: SOP, Message, Obj Count and Msg ID. The GPIO (MTR-Message
Trigger) pin on the EZ-PD™ Protocol Analyzer Hardware is triggered by a single event or a combination of the
events set by SOP, Message, Obj Count and Msg ID.

- SOP (Start of Packet): Select SOP and set the type of SOP. The MTR pin is triggered when the selected SOP type
occurs. For example, if you set the type of SOP as SOP_PRIME, then the MTR pin gets triggered each time an
SOP_PRIME packet is captured on the CC lines.

- Message: Select Msg Type and set the message type. The MTR pin is triggered when a message of the specified
type is captured on the CC line. For example, if you set the message type as VDM, the MTR pin is triggered when
a VDM message is captured on the CC lines.

- Obj Count: Select Obj Count and set its value. The MTR pin is triggered when a packet of the specified Object
count is captured on the CC lines. For example, if you set the Obj Count as ‘1’, the MTR pin gets triggered each
time the Obj Count is ‘1.

- Msg ID: Select Msg ID and set the value for the trigger condition. The MTR pin is triggered when a message with
the specified message ID appears on the CC lines. For example, if you set the Msg ID as ‘1, the MTR pin gets
triggered each time the Msg ID is “1'.

You can set these four trigger conditions individually or in combination, such as setting value for SOP and Message
fields at the same time. Trigger occurs on the MTR GPIO when all the specified conditions are met.

2.4.2 CC Terminations (Rp, Rd & Ra)

The EZ-PD Analyzer Utility allows enabling the Rp, Rd & Ra terminations on the CC lines of the Type-C link. This
feature helps CY4500 to emulate a ‘Type-C Sink’ or “Type-C Source’ or ‘Type-C Cable’ or ‘Type-C Sink and Cable’ role
without connecting the actual device to the Type-C link and check the response from the peer device. In addition, the
peer device may also generate PD packet traffic which can be captured in the EZ-PD Analyzer Utility.

Refer to the section on ‘Configuration Channel’ in the Universal Serial Bus Type-C Cable and Connection Specification,
Revision 1.2 to understand more about the CC terminations.

Table 4 lists the termination type, the corresponding role emulated by the CY4500 hardware and the pull-up/pull-down
resistors used to enable the terminations.
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Table 4. Termination Type and the Role played by CY4500

Termination Type Role Termination resistor on the CC
lines
Rp Type-C Source 4.7K Q pull-up resistor to 3.3V
Rd Type-C Sink 5.1K Q pull-down resistor
Ra Powered Type-C Cable 1K Q pull-down resistor
Ra + Rd Powered Cable with Sink / VCONN 5.1K Q & 1K Q pull-down
powered Accessory resistors in parallel

Prior to invoking the CC Termination Settings feature on the EZ-PD Analyzer Utility, connect the CC1 and CC2 pins of
CY4500 EZ-PD Protocol Analyzer hardware’s Type-C Signal Header to an oscilloscope using the jumper wires
provided with CY4500. This is required to monitor the voltage levels on the CC lines.

Invoke Actions > CC Termination Settings... as shown in Figure 20.

Figure 20. Invoking CC Termination Settings

[ Ez-po™ Analyzer Utilty ==
File | Actions | Help
& b B Stop Capturing Ctrl+R VBUS Voltage: 495V VBUS Current: -0.38 A
¥ s Clear Data Crl+Alt+C Message: | | Msgio: | |0bJC:unt \ ‘DataFc\E | Power Role: [ |
4] Downlosd Firmuwsre... Pomer = [ Detaled View | Trger |
o CEEEEEEESE
R Add Marker cwleM  |DFPA 1 DAGFOFRIGIT 1027 ‘ £ st
2 & RemoveMarker Ctrl+Shift+M DFF/.. 1 O 104F (xFFODB001 180.27 4377 | 1 soe:
3 | NextMarker Cirl+Right DFF/.. 1 OeI04F LFFODE00T 180.27. 631 1,054 4966 N/A
4 Set Capture Limit. DFF/.. 1 (c1104F B<FFO03001 180.27. 632 1054 4972 N/A [0 Message
5 Source 4 4167 (x2601912C (2D12C (e4B1...  180.28.. 1.030 1240 4972 N/A [Z] Obi Count:
6 Clear Filter(s) Source 4 (4167 (x2601912C (x2D12C (x4B1.. 180.28.. 1030 1054 4977 N/A ] Msg ID
7 Go +G Source 4 (eA161 B2G01912C 20120 G4BT 18028 1030 1054 4977 /A
8 T T e ucs 4 (ed161 26019120 D120 BedBY . 18028 1030 1055 4972 /A
9 ﬂ@ DFF/. 1 (cT24F (FFO0BO0T 18029 632 1316 4939 /A

Specify the termination settings for both the CC lines as shown in Figure 21. Check the response by monitoring the
voltage level on the CC lines (CC1 and CC2) of the CY4500 EZ-PD Protocol Analyzer hardware. Also check if there
are any PD packets captured by the EZ-PD Analyzer Utility.

Figure 21. Invoking CC Termination Settings

r"_‘ CC Termination Settings @ﬂ
CC Line 1: CC Line 2:
@ Ro © R
7 Ra Ra
7 Rd Rd
[ ok || cancel || Reset |

Note that the Rp, Rd & Ra terminations can be enabled only as per the combinations specified in Table 5. The EZ-PD
analyzer utility enforces these combinations while accepting the input. Table 5 also explains the role emulated by
CY4500, compatible devices to connect to and the expected response on the CC lines.
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Table 5. Valid CC line terminations and expected response on the CC lines

Termination enabled Role emulated by CY4500 Compatible devices to Expected response
on the CC lines connect to CY4500
CC1 CcC2
Rd - Type-C Sink with Plug Type-C Source with Type-C Source detects
Receptacle attach and turns on VBUS
- Rd
Rd Rd Type-C Sink with Type-C Source with Plug Type-C Source detects
Receptacle attach and turns on VBUS
Debug Accessory Mode Type-C Source with Type-C Source detects DAM
(DAM*) with Plug receptacle
Rd Ra Powered Cable with Sink/ | Type-C Source with Type-C Source detects
R Rd VCONN powered Receptacle attach and turns on VBUS
a Accessory with Plug and VCONN
Ra Ra Audio Accessory with Plug | Type-C Source with Type-C Source detects
Receptacle attach
- Rp Type-C Source with Plug Type-C Sink with Type-C Sink presents Rd
Receptacle termination
Rp -
Rp Rp Type-C Source with Type-C Sink with Plug Type-C Sink presents Rd
Receptacle termination
VCONN powered VCONN powered accessory
accessory with Plug presents Ra and Rd
termination

* - Refer to ‘Terms and Abbreviations’ section of Universal Serial Bus Type-C Cable and Connection Specification,
Revision 1.2 document to get more details

Note 1: The Rp & Rd CC Termination Settings feature of the EZ-PD Analyzer Utility should not be invoked when both
Type-C Source and Sink are connected to the CY4500 hardware. This can result in unpredictable behavior of the

source and sink.

Note 2: In order to clear the termination settings, click the ‘Reset’ button on the ‘CC Termination Settings’ dialog box

(Figure 21).

2.5 Upgrade Firmware

The CY4500 EZ-PD™ Protocol Analyzer Hardware comes with the latest firmware pre-installed during manufacturing.
However if a new firmware version becomes available, the analyzer can be updated directly from the EZ-PD™
Analyzer Utility as described below.

Check the current firmware loaded on the EZ-PD™ Protocol Analyzer Hardware by selecting Actions > Get Firmware
Version as shown in Figure 22.
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Figure 22. Get the current firmware version

-
B £7-pD™ Analyzer Utility

S B e |

File | Actions | Help
Y s

L
B ClearDats

Ctrl+R
Ctrl+Alt+C

Stop Capturing

Message:

VBUS Voltage: 495V

VBUS Current: 038 A

| MsgTD: |

| obj Count: |

| Data Role: |

| Power Role: |

Get Firmware Version

Add Marker Ctrl+M

DFP/...
DFP/
DFF/...

Source:
Source:
Source:
Source:

2 fi=  RemoveMarker Ctrl+Shift=M

3 @ Next Marker Ctrl+Right

4 Set Capture Limit...

]

6 Clear Filter(s)

7 Go To Line... Ctrl+Alt+G

g CC Termination Settings...

9 oK 0P VDM T Resar

DFP/.

1
1
1
4
4
4
4
1

(¢ 104F QcFFO0B001 180.27.. 632 1054 4977
(¢ 104F (xFFO0B001 180.27... 631 1054 4966
(b 104F 0xFFO0B001 180.27.. 632 1054 4572
(4161 1c2601912C (2D12C kedB1... 180.28.. 1030 1240 4972
4161 12601912C (2D 12C (edB1 180,28 1,030 1,054 4977
Q4161 B2601912C B2D12C GedB1...  180.28.. 1,030 1054 4377
(4161 bc2601912C B2D12C (edB1...  180.28.. 1030 1055 45972
(B 124F DeFFODB0ODT 180,29.. 632 1316 43939

Wait for the Firmware version dialog box to appear as shown in Figure 23.

Figure 23. Firmware version dialog box

-
EZ-PD™ Analyzer Utility

]|

P c

k. !

Firmware versien : 1.0.0.31

C .« D

Ti
E_EU

N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A

+ [ Detailed View | Triager |

Start SL#: 2
[ End sL#

[ sap:

[] Message:

[7] Obj Count:

[7] Msg ID:

Click OK to return to the main menu. Proceed with rest of the instructions to download the firmware in case a newer

version is available.

Select Actions > Download Firmware as shown in Figure 24.

Figure 24. Invoking Download Firmware

-
B £7-PD™ Analyzer Utility

o 1 [ |

File | Actions | Help

VBUS Current: -038 A

ﬁ g B Stop Capturing Curl+R VBUS Voltage: 4.95V

w Message: | Megm: | | ot count: | Dats Role: | | Power Role: |
Download Firmware... = Detalled View | Trgger

o _EU T —
fe  Add Marker Ctrl+M [7] End SL#t

2 f=  Remove Marker  Ctrl+-Shift-M = |1 [ 104F BcFFO0S001 1 sop

3 R NetMarker Cirl+Right DFF/.. 1 Dxl04F DxFFO0B001 180.27.. 631 1054 4966 N/A —

4 Sat Capture L. DFF/.. 1 Dx104F D<FFO08001 180.27.. 632 1054 4972 N/A sssags:

5 Souce 4  [De4161D2601912C B2D12C DedBl.. 18028 1030 1240 4972 N/A ] Obj Count:

[ Clear Filter(s) Souce 4 Ded161 D2601912C B2D12C DedBY... 180.28. 1030 1054 4977 N/A [ Mg ID

7 Geo To Line... Cul+Alt+G Souce 4  [De4161D2601912C B2D12C DedB1.. 18028 1030 1054 4977 N/A

] CC Termination Settings.. Souce 4  [De4161D2601912C B2D12C DedBl.. 18028 1030 1055 4972 N/A

9 OK™SOF~ VDM T Reser DFF/. 1 [DxI24F DeFFO0R001 180.29.. 632 1316 4939 N/A

Wait for the Firmware Download dialog box to appear as shown Figure 25 and click Load File...
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Figure 25. Firmware Download Dialog Box
& Download Firmware Elﬂlﬂ—hj

Download Status

Devicel{lkdb4, kb 71d)is connected. -
Device is in Bootloader Mode.

Select the CY4500 firmware file (.cyacd) as shown in Figure 26 and click Open.
Figure 26. Selecting the CY4500 Firmware File
& Open CYACD File =S

@Uv\ <« Windows7_0S (C:) » Program Files (x86) » Cypress » CY4500 EZ-PD Protocol Analyzer » 1.0 b Firmware + [ 42| Search Firmwar

Organize *  New folder B~ 0 @

<99 “ Name Date modified Type Size
. Intel

. Keil

. Latest

L CY4500_EZ-PD_ProtocolAnalyzer FW_1 0 0_31.cyacd 8/26/2016 9:10 PM CYACD File 81 KB

MentorGraphics

m

mig
. MSOCache B
. PADSViewer Projects
. Perflogs
. Program Files
Program Files (x86)
ProgramData
SWTOOLS

. temp

. LatestButOne _‘

. Users
. videos

. Windows -

File name: CY4500_EZ-PD_ProtocolAnalyzer FW_1_0_0_31.cyacd - acd file (*.cyacd) -

The CY4500 firmware file is included as part of the CY4500 Installer and it can be located at <Install

Directory>\CY4500 EZ-PD Protocol Analyzer\1.0\Firmware.

Note: On Windows 32-bit platform the default <Install Directory> is C:\Program Files\Cypress; on the Windows 64-bit

platform, it is C:\Program Files (x86)\Cypress
Click Program to initiate the firmware download as shown in Figure 27.

Figure 27. Initiating firmware download
& Download Firmware ﬁ

Download Status
Firmware file :C:"Program Files {c86)"Cypress\CY4500 EZ-PD Protocol -

Anahyzer 1. MFirmware \CY4500_E7-
PD_ProtocolAnahyzer FW_1_0_0 31.cyacd

[m]

1

Load Hle...QﬂmgmﬁD Exit ]
e
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Wait for the firmware download to complete as shown in Figure 28.

Figure 28. Completion of firmware download

r ™y
B Nownload Firmware E@g
Download Status
Download successfulll -
Download ended at 7/6/2016 5:11:38 PM

Bootloader device(1204,46877)is disconnected.

Load File...

N
L

A

The CY4500 EZ-PD Protocol Analyzer Hardware restarts with the latest firmware once the firmware download is
successful. Click Exit to return to the main window of the utility.

EZ-PD™ Analyzer Utility User Guide, Doc. No. 002-12896 Rev. *B 20



3. Troubleshooting

3.1 Troubleshooting Guide

Problem

The EZ-PD™  Analyzer
Utility does not detect the
CY4500 EZ-PD™ Protocol
Analyzer Hardware

When the EZ-PD(TM)
Analyzer Utility is run on a
virtual machine
environment such as

VMWare, there may be a
noticeable delay (which can
be in the range of 15
seconds) to display the
captured PD packets from
the time ‘Start Capture’ is
invoked on the utility.

PD Packets are not getting
displayed after connecting
the Type-C device under
test

Possible Cause

Device driver is not bound to the device

The CPU bandwidth allocated for the
virtual machine platform may not be
adequate

The Type-C connector may have loose
contact or

The Type-C device is not inserted
properly into the CY4500 EZ-PD™
Protocol Analyzer Hardware
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Possible Solution

Manually bind the driver following the
procedure given in the Quick Start Guide
provided with the CY4500 EZ-PD™ Protocol
Analyzer

Modify the Virtual Machine platform settings to
use multiple CPU cores to provide more CPU
bandwidth

Check the Type-C plug for any abnormality for
loose contact

Insert the Type-C device under test or cable
fully inside the CY4500 Hardware
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