:{E N ESAS Application Note

CK-RX65N

SIM activation, Creating the trial account and using Dashboard with RYZ014A
or Ethernet Application for AWS - Getting Started Guide

Introduction

This document describes a system that uses the CK-RX65N Cloud Kit board from Renesas. This system
incorporates the CK-RX65N running Amazon FreeRTOS and via an Ethernet connection visualizes HS3001,
ZM0OD4410, ZMOD4510, OB1203, ICP10101 and ICM20948 sensors information on Amazon Web Services
(AWS) and controls LEDs on the board.

There are two ways of connectivity for CK-RX65N. One is the Ethernet, second is the Cellular CAT M1 using
RYZ014A.This document shows both connectivity.

And this document shows the way of below items:

How to activate the SIM card that is contained the CK-RX65N

How to create the 10 USD of free trial account for AWS

How to operate and install the information of certification for cloud
How to see and run the sensor data on the dashboard
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Figure 1 CK-RX65N(with RYZ014A Pmod)

Web site
® RX Cloud solution Web

https://www.renesas.com/rx-cloud

® CK-RX65N Web
https://www.renesas.com/rx/ck-rx65n
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Terms used in this document are explained below.

Table 1.1 Terms
Term Meaning \
AWS AWS Amazon Web Service

2. Preparation

2.1 Hardware Configuration
The hardware configuration of the demo project is listed in the table below.

Item Content ‘ Description
CK-RX65N Cloud Kit Target board for Please see detalil
CK-RX65N https://www.renesas.com/rx/ck-
rx65n
RYZ014A Cellular PMOD SIM card This Pmod is contained with CK-
module RX65N of kit with SIM card
PC Windows 10 Recommended OS
Google chrome Web browser used
2.2 Software Configuration
The software configuration of the demo project is listed in the table below.
Item Content Version
Inte_grated development e2 studio 2022-01
environment
Complier CC-RX V3.03
GCC(Planning) -
Communication Software Tera term Version 4.106
Emulator E2 emulator Lite (on-board) -
RTOS AWS FreeRTOS V202107.00

2.3 Teraterm Setting

Item Settings

Baud rate 115200
Data length 8
Parity none
Stop bits 1
Flow Control none
R01QS0064EJ0130 Rev.1.30 Page 4 of 56
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3. System Diagram

H53001 Sensor

ICP10101 Sensor

0B1203 Sensor

Y

Y

CHK-RX65N Cloudkit |
(Ethernet Interface) |

AWS Dashboard

Y

ZMOD4x10 Sensor — ™

T F Y FY

ZMOD4410 Sensor

[CM20948 Sensor

ZMOD4510 Sensor

Figure 2 System Diagram

4. Connection to AWS
The following preparation is necessary in order to connect CK-RX65N Cloud Kit to AWS.

We provide the 10USD of AWS account to Users who buy the CK-RX65N.

So, this document both case of way to connect AWS account.

® Case 1:you are the User who bought the Kit, please see “4.1 Common” section and from
“4.2 For Users who use provided dashboard and AWS account of Kit” section.

® Case 2: Other users please see “4.1 Common” section from “4.5 For User using their own
AWS Account” section.
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4.1 Common users: To import the project, activate SIM card

4.1.1 Import the project

Follow the steps below to prepare the software for the demo program.
1. Extract the project files from the archive and copy them to the C drive.
Please unzip it the project file to the short path of your PC.
If the path is deep, it happened the build error due to the file path length issue.

2. Launch e2 studio and specify a workspace directory and click Launch

ﬁ ° studio Launcher

Select a directory as workspace

& studio uses the workspace directory to store its preferences and development artifacts.

g
e[ i\ Users\27779\RX6S

w Browse...

[[] Use this as the default and do not ask again

» Recent Workspaces

Figure 3 Launch e2 studio

3. Select File — Import....

B} Rx6SN - & studio
ﬂdit Source Refactor
MNew

Open File,..

[} Open Projects from File System...

Recent Files

Close Editor

Close All Editors

Save

Save As...
Save All
Revert
Move...
Rename...

Refresh

Conyert Line Delimiters To

e

Print...

Search Project Renesas View

Alt+Shift+N > Configuratio

Ctrl+W
Ctrl+ Shift+W

Ctrl+5 L
existing code

Ctrl+Shift+5

F5

Ctrl+P

o Import..

CXPOTL...

Figure 4 select import
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4. Click General — Existing Projects into Workspace — Next >.

@ Impeort

Select

Create new projects from an archive file or directory.

Select an import wizard:

l type filter text I

~v [ General
L Archive File

) CMSIS Pack

3 L
I 1% Existing Projects into Workspace I
=2 1

= GNUARM-NONE/RZ(DS-5) project conversion to GCC ARM Embedded
[T 1 Preferences

(4 Projects from Folder or Archive

=2 Rename & Import Existing C/C++ Project into Workspace
= Renesas CCRX project conversion to Renesas GCC RX

=% Renesas CS+ Project for CA78KOR/CAT78KO

@ Renesas CS+ Project for CC-RX and CC-RL

=¥ Renesas GitHub FreeRTOS (with loT libraries) Project

«", Sample Projects on Renesas Website

C/C++

Code Generator

> =

=

Git
Install
Oomph

= Run/Debug
= Team

(= Tracing

x. AAL

C@' Back Finish Cancel
Figure 5 select Existing Projects into Workspace
5. Click Browse..., then specify the root directory as follows.
ﬁ Import O

Import Projects

Select a directory to search for existing Eclipse projects.

N

e | Browse... I

Browse...

(®) Select root directony:

() Select archive file:

Projects:

Figure 6 find the project

And you can choose two types of connectivity and compiler when import the project.
Please go to “ [Project Root folder]\projects\renesas\” folder

R01QS0064EJ0130 Rev.1.30
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Detail of each project
Project Name Compiler \ Connectivity

rx65n-new-ck in the “source-rx-eth” zip CC-RX Ether
rx65n-new-ck-cellular in the “source-rx-cell” zip Cellular
rx65n-new-ck-gcc (Planning) GCe Ether
rx65n-new-ck-cellular-gcc (Planning) Cellular

rx65n-new-ck

rx65n-new-ck-cellular

Figure 7 Project files

This case, it explains when selecting “rx65n-new-ck-cellular” of cellular project.
Open the “ [Project Root folder]\projects\renesas\rx65n-new-ck-cellular\e2studio\aws_demos” folder
If you use other one, please open “\aws_demos” folder of your selecting project.

&) Select Folder X
<« v, P « projects > renesas > mx65n-new-ck-cellular > e2studio > aws_demos v O Search aws_demos
Organize v New folder ==l e

A
Dell sl Name Date medified Type Size
Drivers settings File folder
Intel application_code File folder
0OB1203_RX65N config_files File folder
PerfLogs demos File folder
Program Files freertos_kernel File folder
: HardwareDebug File folder
Program Files (
libraries File folder
P Dat:
rogram®ata trash File folder
Recovery vendors File folder
Renesas
source-rx-1.0.2
source-rx-1.0.2
source-rx-Cel_
source-rx-Cel_
.......... PHPITg
Folder: | aws_demos
Select Folder Cancel

Figure 8 select the project folder

Finally, click Finish. (Note: Make sure Copy projects into workspace is unchecked. )
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& Import O X
Import Projects —ut
Select a directory to search for existing Eclipse projects. {"' A/
(® Select root directory: | C:\source-rx-Cel_08_Jun\projects\renesas\n v 1 E Browse... i
(O Select archive file: C:\Users) 9\Downloads\Demo_Version_" Browse...
Projects:
aws_demos (C:\source-rx-Cel_08_Jun\projects\renesas\rx63n-new Select All
Deselect All
Refresh
< >
Options
[ Search for nested projects
[[] Copy projects into workspace
[[] Clese newly imported projects upon completion
[[J Hide projects that already exist in the workspace
Working sets
[[] Add project to working sets New...
Select...
'@ < Back Next > Einish Cancel

Figure 9 Finish the import the project
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6.Check and set the SIM card information

Doble click the “aws_demos.scfg” to open the smart configurator.

ﬁ ap8 - aws_demos/vendors/renesas/m_driver_package/v132/r_cellular/srcfinclude/ryz014/ryz014_priva
IPAILF) WEE Y-AS) YIrZFUYIM  FET-RN) #F(A) JOVIZNP)  Renesas Views

& Eed | 3 T/ (B) v | | [c7] aws_demos HardwareDebug w | [
Ly Bl Gy D2
B F0¥IOb-17370-5- x S Y E = 8 [ resetprgc [b] r_cellular_cc
W T_,-_—‘E- aws_demos 2 & * DISCLS
& IS 20 @® * File I
- 23
! Includes 25 @® * Incluc
E‘_:,!- vendors/renesas/boards/re65n-new-ck-cellular/aws_dem 27 #include
r_,“:‘; application_code 28
ji=> config_files Ll #® * Macro
= demos 32 = #ifndef F
33 #define F
= freertos_kernel 34
= HardwareDebug 35 #define (
36
37 #define
38 #define (
- 39 S f#detine
= e dempoe repe _
I—:"M Double Click 48 #define
105 aws_demos.scfg ouble Lk 41 #define ¢
=| aws_demos HardwareDebug.launch 42 #define
43 #define €
Lz #define €
45 #define
46
a7 #define ¢
Figure 10 Open the Smart Configurator
R01QS0064EJ0130 Rev.1.30 Page 10 of 56
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Information for setting SIM of Cellular driver when using contained SIM card in the kit

Iltems Truphone ‘ MicroAi Launchpad
APN(Access point name) iot.truphone.com globaldata.iot
UserID(Access point login ID) - (Nul - (Null
Password(Access point password) - (Null - (Null)
SIM card PIN cord - (Nul - (Null
Authentication protocol type 1 (PAP) 1 (PAP)

Note: One of two SIM cards is included in this kit. Please use the configuration of the included SIM card.

Set the above configuration values when using the SIM contained the Kits.

If you have different SIM card and use it, please set the value SIM provider provided.

[ F *aws_demos.scfg X

VIR NEE

Jvik-FYk > =BE

i

221 ey =z

2-Fo

[Fe05 25 |
v [= Startup A
v (= drFlyd
% r_bsp
v = Drivers
v BYRa
3& r_irg_rx
v (= ADIVI-F
% r_s12ad_rx
v (= AEY
% r_flash_r
v BiE
% r_riic_r
‘} r_sci_iic_r
% r_sci_r
v = Y
& Config_CMTWO
v = Middleware

FONF1
v Configurations

# Access point name

# Access point login ID

# Access point password

# SIM card PIN code

# Authentication protocol type,
# Connection retry limit

# TCP connection timeout

# Task priority

Maximum semaphore acquisition latency(msec)
Debug log cutput level,
Reset signal logic.

SCI Channel

RTS port number

RTS pin number

Reset port number

Reset pin number

R R R E L

iE

globaldata.iof|

100
120

15000

PORTO
BIT2
PORTS
BITs

Figure 11 Set the SIM information when using contained SIM card in the kit

7. Execute code generation

If you have changed the Smart Configurator settings, click Generate Code.

I
o] =
Generate Code  (Jenerate Report
Configure (i)
Property Value &

w Configurations
# Access point name
# Access point legin ID

B Arrece nnint nacowned

globaldata.iot

Figure 12 Generate Code

R0O1QS0064EJ0130 Rev.1.30
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8. Apply Patch files
This project must be patched after code generation. When running code generation, the source code will be
overwritten by code generator. For this reason, please apply the patch each time after running code

generation.

Refer to “[Project Root folder]\readme-path-memao.txt” for how to apply the patch.

The patch sources are located in “[Project Root folder]\sorce_patch” folder.

demos T4 TA A
doc T TANA-
freertos_kernel TN TANS-
libraries T4 TS -
projecis oL AL 5
I sorce_patch T4 Tx)A- I
tests TN TANA-
tools TN TS -
vendors T4 TS -
|| .gitallowed GITALLOWED 77...

|| .gitmessage

[Zf CHANGELOG.md
checksums,json

[ cMakelists. ot

[& coDE_OF_CONDUCT.md

IQ{ CONTRIEUTING.md

IQ{ directories.txt

|| LICEMSE
PrelLoad.cmake

[ README md

GITMESSAGE J74 J1s
MD 7 I

JSON Y=2 T4 )l
THT I74 )

MD J74 )l

MD F74 )l

T 774 )l

pratl

CMake V=2 T4 Il

MD I )],

Lg Readme-path-memo.txt

TXT I )L |

1KB
2KB
68 KB
834 KB
8KB
1KB
S KB
1KB
2KB
3KB
10 KB
1KB

Figure 13 readme-path-memao.txt and sorce_patch folder

9. Select Project — Build All and confirm that O errors are reported.

Note: Make sure to clean the project before building it for the first time. If a demo build error occurs after the
initial build, clean the project again and then build it.

R01QS0064EJ0130 Rev.1.30
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&) RX65M - € studio

File Edit Source Refactor Mavigate Search @ Project RenesasWiews PRun  Window Help

1 Devug V][ OvenProiec B K- D% @R
. N . i Close Project

j g’ @ v &5~ s~ @~ ' Open Synergy Configuration q l

I3 Project Explorer &3 S Y § —C Open FSP Configuration

w T_,vé aws_demos

ﬁg;b‘ Binaries s Build All Ctrl+Alt+B
[ Includes Build Configurations ¥
22 vendors/renesas/boards/ncB5n-new-ck/aw: Build Project Ctrl+B

» -
& application_code Build Working Set N
= config_files

Clean...

= demos e.ag )
(= freertos_kernel Build Automatically
& Hard\.cvareDebug Build Targets >
= libraries
= vendors Update All Dependencies Alt+D
(#% trash ) . )

S| aws_demos.rcpe C/C++ Project Settings Ctrl+Alt+P
=) . .

0 aws_demos.scfg Properties

|=| aws_demos HardwareDebug.launch

MQ:SFH&H Browser LI} SmartManual 4 Search x| LURE T
(CDT Build Console [aws_demos]
Fdi’SLrg LS CLr LMPUL TLiC.aaaw

42 segments required LMA fixes|
Converting the DWARF information....
Constructing the output ELF image....
Saving the ELF output file aws_demos.x
'Build complete.’

14:89:53 Build Finished. @ errors, 325 warnings. (took 1m:38s.222ms)

Figure 14 Build the project

10.Debug Configuration

& Ru65N - € studio

- m} x
File Edit Source Refactor MNavigate Search Project RenesasViews Run  Window Help
%5 Debug | | [© aws_demos HardwareDebug v Imilhg | Br-R-n D% el &@% - - 8
R AR R R R A CRS B g A o " al Q [ralEmEniEe) ator %5 Debug
[y Project Explorer 53 2% Y § = 0O Debug As > = g
~ 1% aws_demos I Debug Configurations... Ithat TS
ﬁw Binaries Organize Favorites..,
5 Includes
_E'B vendors/renesas/boards/m65n-new-ck/aws_d
_IT‘:; application_code
ji= config files
= demos
= freertos_kernel
= HardwareDebug
= libraries
= vendors
(2% trash
4= aws_demos.rcpe
8k aws_demos.scfy
= aws_demos HardwareDebug.launch
[#) Problems QENSSESER I G2 Smart Browser [ Smart Manual 4" Search X OGS EE"EE B85y = O
(CDT Build Console [aws_demos]
-nologe ~
-nomessage
-exit
rlink -subcommand="Converteraws_demos.tmp"”
Renesas Optimizing Linker Completed
'Finished building target:’
udcollector -subcommand=udSubcommand.tmp -output=aws_demos.udm
Lnading dnmd Fila awe damnc ahec e
< > 2>
[ou]

Figure 15 Configuration debugger 1/2
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Q Debug Configurations

Create, manage, and run configurations

CEeEX[ET-

| I type filter text |
1 [€] C/C++ Application

[E] C/C++ Remote Application
i = EASE Script

[£] GDB Hardware Debugging
[€] GDB OpenOCD Debugging
GDB Simulator Debugging (
] Java Applet

Java Application

@ Launch Group

T Remote Java Application

aws_demos HardwareDel |

Name: _demos HardwareDebug |

E §7§tanupi E Sourcefﬁréqmmon'}

Debug hardware: | E2 Lite (RX) ~ | Target Device: | RSF563NE

GDB Settings Connection Settings  Debug Tool Settings

v Clock ~
Main Clock Source 'HOCO | v
Extal Frequency[MHz] PRy
Operating Frequency [MHz]
Permit Clock Source Change On Writing Internal Flash Memory Yes v
v Connection with Target Board
Emulator Auto
Connection Type v
JTag Clock Frequency[MHz] 0.00
Fine Baud Rate[Mbps] 1.50 v
Hot Plug No v
v Power
Power Target From The Emulator (MAX 200mA) No v
Supply Voltage (V) 3.3
v CPU Operating Mode
Register Setting Single Chip v

Mode pin Single-chip mode
Ehar\ge‘star.tup bank I:‘Ic . S
| < >
e 2 Revert Apply
| Filter matched 13 of 15 items
@ Close

Figure 16 Configuration debugger 2/2
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41.2

Data Publishing Interval Settings (Optional)
Data publish interval can be set by the user. Default publishes interval time 10 Sec

“mqtt_demo_mutual_auth.c” file has the macro to change the publish time interval.
#define DATA_PUBLISH_INTERVAL_IN_SEC 10U

SIM activation, Creating the trial account and using Dashboard with RYZ014A or Ethernet
Application for AWS - Getting Started Guide

ﬁ RXB35N - aws_demos/demos/coreMOTT/matt_demo_mutual_auth.c

File Edit Source Refactor Navigate

Search  Project

Renesas Views Run

Window Help

4 Debug ~ || 7] aws_demos HardwareDebug v (i |§3‘6§-' 0% e B &l H-Q
AT R R R I = TR oy Q BB

BESY 3 =08

|8 mqtt_demo_mutual_auth.c &2

=

v li% aws_demos [HardwareDebug] 4492 { mqttexampleTOPIC, M@TTSubAckFailure } ‘
4 Binaries 493 b
494
[t Includes 205
(22 vendors/renesas/boards/r65n-new-ck/aws_d 496 A ief static buffer used to hold MQTT messages being sent and recei
2% application_code 497 static MQTTFixedBuffer_t xBuffer =
(= config_files 498
v = demos 499 ucSharedBuffer,
5@8 democonfigNETWORK_BUFFER_SIZE
= comman so1 b
= coreHTTP se2
= coreMQTT 5@3 = typedef enum
‘% magtt_demo_mutual_auth.c 584
= coreMQTT Agent 585 APP_MQTT_PUBLISH_STATE,
506 APP_MQTT_WAIT_FOR_TIMEQUT_STATE,
= demo_runner ji - = - = =
(= dev_mode_key_provisioning 553 WIOTT_STATE;
= device_defender_for_aws 509
= device_shadow_for_aws 518 MQTT_STATE state;
(= greengrass_connectivity 511 #define DATA PUBLISH_INTERVAL IN SEC 3eU ;
lude 512 o */
= inclu 513
= jobs_for_aws 514 /e
(= network_manager 515 * @brief The example shown below uses MQTT APIs to create MQTT messages
= ota 516 “ send them over the mutually authenticated network connection establis
(= tep 517 * MQTT broker. This example is single threaded and uses statically allc
& freertos_kernel 518 i memory. It uses QoSl for sending to and receiving messages from the E
519
(& HardwareDebug 520 * This MQTT client subscribes to the topic as specified in mgttexamplel
(= libraries 521 * top of this file by sending a subscribe packet and then waiting for =
(= vendors 522 * acknowledgment (SUBACK).This client will then publish to the same top
2 trash 523 * subscribed to, so it will expect all the messages it sends to the brc
= 524 * sent back to it from the broker.
= aws_demos.rcpc 535 .
@8 aws_demos.scfg 526 * This example runs for democonfigMQTT_MAX_DEMO_COUNT, if the
|2 aws_demos HardwareDebug.launch 527 * connection to the broker goes down, the code tries to reconnect to th
528 * with an exponential backoff mechanism.
529 “f
538 = int RunCoreMqttMutualAuthDemo( bool awsIotMqttMode,
531 const char * pIdentifier,
532 void * pletworkServerInfo,
533 wvoid * pletworkCredentialInfo,
534 const IotNetworkInterface t * pNetworkInt
535 {
536
537 state =APP _MQTT_PUBLISH STATE;
538
c2a Hint33 £ 01DakTichCamnt - A1 01 Tand ~Faund = Gl

Figure 17 Data Publishing Interval Settings(Optional)
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4.1.3 Running the Application Project
To run the Application project, use the following instructions to setup the board.

4.1.3.1 Connecting the Board to the Serial port Console of the PC

1. Onthe host PC, open Windows Device Manager. Expand Ports (COM & LPT), locate USB Serial
Device (COMxx) and note down the COM port number for reference in the next step.

Note: USB Serial Device drivers are required to communicate between the CK-RX65N board and the

.

File Action View Help

L dRealll ? Nl

v Al REAPCOYMTEQ .
) Audio inputs and outputs

5@ Batteries
B Bluetooth
% Cameras

= Computer

- Disk drives

W Display adapters
™ Firmware
#w Human Interface Devices
< Keyboards

@ Mice and other pointing devices
& Monitors

@ Network adapters

v =% Ports (COM & LPT)
=% USB Serial Device (COMS5)

=B Print queues

= Processors

b Security devices

L‘ Software components

Figure 18. USB Serial Device in Windows Device Manager

2. Open Tera Term select New connection and select Serial and COMxx: USB Serial Device (COMxXx)
and click OK.

M Te

EFile Edit Setup Ceontrol Window Help
(l Tera Term: New connection X A
OTCPHP Host: myhost.example.com
History
Telnet AL
SSH SSH version: [SSH2
Other
© AUTO
@ Serial Port: \COM3: USB Serial Device (COM3) i v
Cancel Help
Figure 19. Selecting the Serial Port on Tera Term
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3. Using the Setup menu, select Setup -> Terminal... and select “AUTO” as Reveive and “enable” local
echo, as shown below.

Setup->Terminal

Tera Term: Terminal setup =
Terminal size New-line
QK
EE X |22 Receive: AUTO -
M Term size = win size Transmit: ¢R v Cancel
Auto window resize
Help
Terminal ID:  VT100 v Local echo
Answerback: L] Auto switch (VT<->TEK]
Coding (receive) Coding [transmit)
UTF-8 ~ UTF-8 ~

locale: |american

Figure 20. Select Receive: "Auto” and enable “Local echo” on the Terminal setting
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4. Using the Setup menu pull-down, select Serial port... and ensure that the speed is set to 115200, as
shown below.

Tera Term: Serial port setup and connection X

Port:

=0 - New setting
Speed: 1115200 V‘\

Data: 8 bit v Canicel
Parity: none v

Stop bits: 1 bit v Help
Flow control: none v

Transmit delay

‘ I '
0 | msecichar \0 mseclline

Device Friendly Name: USB Serial Device (COM3)

Device Instance ID: USBIVID_045B&PID_811110000000000001
Device Manufacturer: Microsoft

Provider Name: Microsoft

Driver Date: 6-21-2006

Driver Yersion: 10.0.19041.1202

Figure 21. Select 115200 on the Speed Pulldown

5. Complete the connection. The ‘Configuration CLI Menu will be displayed on the console as shown
below.

T COMS - Tera Term VT — O >

File Edit 5etup Control Window Help

1. Get FSP version
2. Data flash

3. Get UUID

4. Get CATH Info
5

[

Start Application
Help

Figure 22. Main Menu
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6. Inthe CLI shown in the above snapshots, choose the number to select the commands. For E.g. When
you press ‘1’ Firmware Version of the application is displayed as shown below. To return to the main
menu press “space bar” key.

M COMS3 - Tera Term VT - O >
File Edit Setup Control Window Help

1. GET UERSION
1.8.6

» Press szpace har to return to MEHWU

Figure 23. Get Version Information

4.1.4 Running the application & activation of SIM card contain with CK-RX65N

This section explains how to activate SIM card that is contained in CK-RX65N.If you use ether, you can skip
this step.

1. Press ‘4’ to display CAT-M Information (IMEI &ICCID). This menu will communicate with the CAT-
M module to obtain the IMEI and ICCID values needed for activating the SIM card. Upon success, the IMEI
and ICCID values will be displayed on the terminal screen. The program will continue to attempt to
communicate with the CAT-M module until it has successfully connected or timed out. The IMEI and ICCID
values are used to activate the SIM card.

{ ¥ COMS - Tera Term VT - O X
| File Edit Setup Control Window Help

IMEI ICCID

IMEI = 35%206762275644
ICCID = 89''168182- (8826L .6

=» Next,., go to "renesas.micro.ai' to activate the SIM card with this info

> Press space bar to return to MENU

Figure 24. CAT-M Information

4.1.5 Activating SIM card

One of two SIM cards is included in this kit that is Truphone or MicroAl Launchpad.
Please activate the SIM card as following steps depending on the included SIM card.

4.1.5.1 Activate on Truphone

To activate the included Truphone SIM card, please visit the Truphone SIM Activation platform at
truphone.com/connectit and use the following steps:

1. On the Business page, click Start activation button under 10T SIM Activation.

RO1QS0064EJ0130 Rev.1.30 Page 19 of 56
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BUSINESS

m vvnou(
Business

loTSIM AéTIVATlON
— ST e

ECTED N § MINUTES

Online activation for you and
your customers.

Figure 25. Activating the SIM Card on Truphone

2. Create a new Truphone Account by selecting Sign up (next to Don’t have an account yet?) and fill-in
your full name, Email, and a password. Then click Sign up to create a new account.

i) TRUPHONE

SIGN UP

Already have a Truphone account? Log in

Figure 26. Signing in

3. Select Personal as the account type and press Get Started.
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Welcome to Truphone
Let's get you set up. It should take less than 1 minute.

PERSONAL BUSINESS

Select personal account if you only intend to connect a few personal devices. This will make sure that you have
access to the correct management portal

Get started

Figure 27. Selecting the account type

4. Verify your email by entering the activation code sent to your email account.

Please verify your email
Once you've verified your email, you can begin using Truphone.

Please enter your activation code below:

Didn't receive an email? click here

Figure 28. Verifying the email

5. Complete the Profile information form — then select Create account.
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PROFILE

v v

v Phone number

By entering your email address you agree to receive interesting news, marketing information and offers
from Truphone in accordance with our Privacy Policy *

Figure 29. Completing the Profile information

6. Select Activate SIMS to activate your individual SIM by ICCID.

Dashboard / # / Home / Dashboard Report 12months w | Refresh|  Noneselected v Now Reser New Widger

.. Order SIMs m—:ﬂ _° Activate SIMs

Order SIMs or development kits. - O/ pciate your loT SIMs with a Truphone for Things data plan.
= e ey

0 0] 0.0 KB
Active SIMs Available SIMs. This Month

0 Outbound SMS

This Month

Figure 30. Activating SIM

7. Enter the ICCID value.

ACTIVATE SIMS

Enter your activation code to bulk-activate your SIMs. If you haven't got an activation code, enter
and submit the ICCID from each SIM individually before continuing.

ACTIVATION CODE ICCID

o

Figure 31. Entering the ICCID

8. You will receive email confirmation when the SIM card activation is complete.
The CK-RX65N kit and SIM card should be activated and can be validated on the Tera Term terminal.

Note: The SIM card includes free credit for the first 90 days/50MB.
After expiring the free data charge, Communication charges will be incurred.
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Disclaimer

The activation steps above are provided by SIM Provider Truphone. They are the most current at the time of
publishing this application note. If you need help activating your SIM card, contact Truphone support
iot.truphone.com or Contact Support | Truphone.

If you have a SIM card from any other provider then contact the technical support for that provider.
For any other issue that cannot be resolved please contact Renesas Support at Technical Support.

Note: The SIM card provider for the Quick Start Guide example project is Truphone. If you use any other
SIM card provider you must change the Access Point Name required for the SIM card provider in your
global region. Failure to do so could result in the RYZ014A not connecting to the cellular network.

4.1.5.2 Activate a SIM card on MicroAl Launchpad

The MicroAl Launchpad platform will be needed for the activation of the SIM card. To activate the SIM card,
use the following steps:

1. Create a Launchpad account. Do so by registering on the sign-up page and verifying the account
through the verification email sent after registration.

2. Login to the new Launchpad account and click on the Create Device Profile tile. Make sure Renesas
CK-RX65N(or Renesas RSK-RX65N when missing CK-RX65N) is selected for the Device Type and
CAT-M for the Connectivity Type. Fill other fields as desired then click Next.

Launchpad Home

Get Started

A
N it

Create Device Register a device Al Studio 1.0
Profile

Figure 32. Create Device Profile on MicroAl Launchpad
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1. Create Profile 2. Data Schema 3. Select a Plan 4. Payment

Create Device Profile o

Profile Name* @

Example Profile Name

Short Description &

Example Profile Description
Device Profile Tags @&

ExampleTag % [JREES

Device Type* @
Renesas EK-RA4MZ2 X -

Connectivity Type* &

CATM (RYZO14A-PMOD) X -
Send Every* @& Rate* &
1 v Second Ko

Min W14 8poc Min H:146ax

I Cancel ) Next

Figure 33. Input the information of Profile

3. On Data Schema, click Next.

X
Create Profile 2. Data Schema 3. Select a Plan 4. Payment
Create Data Schema A
Name* @ Data Type* @
double X - o
D ® Name* @ Data Type* @
1 i | Temperature double X w °
ID @& Name* @ Data Type* @
2 i | Humidity double X °
L
Figure 34. Data schema
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4. On Select a Plan, apply any valid promo codes if applicable and click Next.

Note: The SIM card includes free credit for the first 1 month/5S0MB. You can see
credited information in invoice center on your account.

After expiring the free data charge, Communication charges will be incurred.

If you need that it doesn’t need to use this SIM card with payment, please set the device status to
"suspended" to stop the communication charge.

1. Create Profile 2. Data Schema 3. Select a Plan 4. Payment

PLANTYPE (@ @ Fixed Monthly
TRANSMISSION cOST @ $5.99
STORAGE (@ 50 MB
aPl @ Included
anaymics @ Included
TIME TRAVEL @ 90 Days

INcLUDES (B Platform connectivity, data
storage & computation costs.

1. Cost is calculated per KB, rounded up to the nearest KE.

2. The highest data sending frequency is once per minute. User can send data at a lower frequency, set per minute, hour
or day.

3. In the Fixed Monthly plan, if user exceeds 50 MB (51,200 KB) data limit, we will charge overage @ 0.000124 for every
KB.

4. In the Fixed Monthly plan, data less than 50 ME will be charged the full amount 5.99 USD.

5. 5IM card is intended to be used solely with Renesas EVK kit. If data used by SIM exceeds data sent to cloud, the
monthly invoice will be generated with the higher amount.

Add Promo Code @

Co|

Figure 35. See the plan of SIM and trial time

5. Provide a Payment Method and accept the terms and conditions. Click Finish.
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X
1. Create Profile 2. Data Schema 3. Select a Plan 4. Payment

Payment Method

| accept the terms and conditions

Co D[

Figure 36. Input he payment method

6. Click the Register a Device tile to begin registering the CK-RX65N kit and SIM card. Select the device
profile created from the device profile drop-down.
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7. Select your Device Profile you created previous step.
8. Enter the IMEI value obtained from the CLI of section “4.1.4 Running the application & activation of SIM
card contain with CK-RX65N” into the “Device ID”. Fill other fields as needed.

Note: Please be careful, the “Device ID” cannot change after registration of this step.

Launchpad Home

Get Started

Create Device Register a device Al Studio 1.0
Profile

Figure 37. Registering a device of CK-RX65N on MicroAl Launchpad
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1. Register

Device Activation

Device Profile* @

Default Profile 01

Device Name* @

Device ID* @

Device Model @

Manufacturer @

Automatic Firmware Updates* @

Co) G

Figure 38. Enter Device ID
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9. Click Next and click Add New SIM. Enter the ICCID value for the SIM EID field and click Save SIM.

b
1. Reqgister 2. SIM Info

Choose SIM

SIM Card @

Search an existing SIM

OR

Add New SIM

»

Figure 39. Add new SIM

Add New SIM

SIM Details

Carrier &

QOME Tech SIM h

MSISDN (3

Region / Country (¥

Back Save SIM

Figure 40. Activating the SIM card on MicroAl Launchpad

10. Finish the device registration. The CK-RX65N kit and SIM card should be activated on the Launchpad
platform and can be validated on the Tera Term terminal.

4.2 For Users who use provided dashboard and AWS account of Kit
This section explains about registration account and access dashboard.

It needs to get “UUID” of the kit
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4.2.1 Getting the UUID Information of the Board

1. Press ‘3’ from the Main Menu to display Board UUID. This command obtains the UUID information of
the board and displays on the console similar to the snapshot shown below. You will need this info for
registering to the Cloud Dashboard.

M COM3 - Tera Term VT - O s
File Edt 3Setup Contrel Window Help

3. GET UUID
R¥ MCU 128-hit Unigue ID <hex> =

é Press space bay to retiurn to MENU

Figure 41. Getting Board UUID Information

4.2.2 To get the account 10USD of trial of AWS

1. Register/sign up at “https://renesas.cloud-ra-rx.com/” with an email account that was not used
previously for signing up to an AWS account.

RENESAS

fema\ y/ I“ @\
RA % - = Don't have an account? Sign up

Sign in to Dashboard

Enter your details below.
Email address

Password \\\

Forgot password?

Figure 42 Get the account 10 USD of traial of AWS

1. Wait for AWS verification email (~10 min) UUID is the unique ID of your board. You can get it from
4.2.1 Getting the UUID Information of the Board section.
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2. Verify the AWS account in your email that you registered.
3. Wait for the status change on the registration page/ wait for provisioning to complete. May take up to
1 hour for the device to be active. Please refresh the page in case Registration in progress screen

still shows up.
M. 5
:J De
Status:
B MyDwee
Figure 43 in progress of the building dashboard
N. s
MR
Account name: m
B My Devces Go To Gratama )
Email
R AR
UUID:
QPR R IR NN

Figure 44 After finished building the dashboard

4. Once the account status shows up as active in the registration page, click on device to see device
UuID.

5. After finishing the progress, you can get the file of certification to connect dashboard from “Download
Certificate” button. It is used for installation on the application demo of kits that you got previous
step.

6. Click to “go to Dashboard” to access the dashboard. First time users will access the dashboard with
credentials “admin” for both username and password and will be directed to change the
password. Once completed, users can access the dashboard.
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%/ 88 General /Renesas <3 *

Panel Title

(® Indoor Air Quality -
TVOC (mg/m"3)
. alert
NO DATA

0B1203 - Breath
rate () alert
NO DATA

(?) OB1203 - Heart

Rate () alert

Air quality (Index) ICP - Temperat.. HS30071 - Tem... HS3001 - Hum... 0B1203 - 5po2... ICP - Pressure (mbar)

No data ' No data

Gyro Data : X Gyro Data: Y

Figure 45 Dashboard for this application

Next step please see from 4.3 Hardware Preparation section

4.3 Hardware Preparation

v" Connect micro-USB cables to debug port (J14 on the CK-RX65N board)
Connect micro-USB cables to serial port (J20 on the CK-RX65N board)
Connect the RYZ014A Cellular PMOD module to the PMOD1

Set the Jupmer of J16 “Debug”

v
v
v
v' Connect RYZ014A Cellular PMOD module and insert sim card

wWeanage

Figure 46 Connecting the USB and RYZ014A Pmod
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4.4 Software Preparation-Run Project from IDE

4.4.1 Storing the Device Certificate, Key, MQTT Broker endpoint and IoT Thing name

Device Certificate, Device Private Key, MQTT Broker Endpoint and IOT Thing name needs to be stored in
the data flash for the application to work. These are obtained after registering to the Cloud Dashboard.

1. Press 2’ on the Main Menu to display Data Flash related commands as shown in the below snapshots.
This sub menu has commands to store, read and validate the data.

M COM3 - Tera Term VT - O >
File Edit 5Setup Ceontrol Window Help

» Select from the options in the menu helow:
2. DATA FLASH

a» Info
b» WUrite Certificate
c? Write Private Key
d>» Urite MQIT Broker end point
Write TOT Thing name
Read Flash
Check credentials stored in flash memory
Help

> Press space bar to return to MENU

Figure 47. Data Flash related Menu and Commands

2. Please unzip the cert.zip from dashboard.

3. To store the Device Certificate press the option ‘b’ and Click the “File” tab” of the Tera Term and
“Send File” option and choose the downloaded Device certificate file from the dashboard
“xxxxxcertificate.pem.crt”. The details of downloading the certificates are explained in the Dashboard
document linked as part of this App Note.
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YT COMS3 - Tera Term VT — O X

File §Edit Setup Control Window Help

New connection... Alt+N
Duplicat sion Alt+D
Rl 2 ta in data flash
Cygwin connection Alt+G

>top Logging (O)
| Ssendfile.. [

Transfer >

SSH SCP...

Change directory...

Replay Log...
TTY Record
TTY Replay
Print... Alt+P
Disconnect Alt+|
Exit Alt+Q
Exit All
Figure 48. Accessing the Device Certificate
(0]
File Edit Setu Contro i Help

DATA FLASH WRITE CERTIFICATE

Select the file to write data in data flash

YT Tera Term: Send file

Look in: certs V[ (€] A i g

Name ) Date modified
| AmazonRootCA1. 03-06-2022 08:42 PM
ifi 03-06-2022 08:42 PM
03-06-2022 08:42 PM
03-06-2022 08:42 PM

| private.pem.key

<
File name: I |certficate pem.cit -I [ Open
Files of type:  All(".%) v Cancel
Help
Option
[IBinary

Figure 49. Downloading the Device Certificate into the Data Flash
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M COM3 - Tera Term VT — O >
File Edit 5Setup Ceontrol Window Help

MIIDUWTCCAkGgAwI BAgIUGl=zu)BM=8UhwZ+89% 1GONWIt AFW ] wDQY JKoZI hucHAGEL
BQAWT T FLMEKGA1UECuxCQUi hem?ul FA1YiBTZAJ2alN1c yBPPUFtY X pubib jh2Bg
SUW5 jLiBMPUN1YXRBLGUgU1Q?U2F=zaGluZ3RubiBDPFUUTHE4R DT I yMDY wM=E1MDEyY
MioXDTQSMTI=MT I =NTkiOUowH JEcHBoGALUEAwwTQUAT I E1uUCEBDER JBaWZpY 2FA
ETCCAS IwDQY JKoZ1 huc NAQEBBGADggEPADCCAQo CggEBALUAFS zuo +nl nPCwKUH
LLM1kf tHAZLyynUpX +U6SYU +r»jHA?MzKe I pf TcoBEKnguwSHghm2 7hBUDUT 17 pmdNu
ezAgi?hCuf OAcdADEN+QSgiul mdn] dvRLEZrAT ThCtgJkf G5 JD3 00 B1hCyugsuh?
oggg¥=Ad -wiDY . /dtUlthEuxT OzHpyhapclilu +M=z2N+8Ec? tue yJJ jUbQDSgRaRi3?
BngubCSul?8I5v3Infd ko lNxsun +alT 7ZDxHb4UxETI jrF=zJPFLN=?x1 ~GDgeEJYy
vhnQEboUNgp2Q52WE8 Ko kHPkENARf h2UrBIzA88guakerj22UEukvBzul Aalllpgiv
JIBCAWEARaNgMF4uHwY DURA jBBgwFoAUiBjBALgmkf UGeaYUOway2F?e51 s wHQYD
URAOBBY EFK-FZc yK?WYp3?nlS+e52Kf dgHs AMAWGA1UdEwER  wQCMAAwDgY DURAP
AQH.-BAGDAge AMABGCS gGS I b3DQEBCwUAA4I BAQBKEE u+uCH Gx+X RCgTwGEZZA=M7U
daOp?MLSth8UbJz 1iE0cv  /zE14KNEJu?Rj juyG1LbY 4l wFY ?gSkUT EasL4abCHS2C4
v yByY hE?BxEd72hug?knPCUd 4] [ 8PBcLrplCgYpiivedf Hxyleb Khdls227C4ucR
bMgkH6W1RQ jUuw?zu0CIPEFAFANUUC?ZGHI atweph3Jx?Nucd joncxzd kP zg81 t
eRu25dUyB8hbhyY LxHit 851 a2UGEUFDUphml 5 ydhmpBuw¥Ua?ZU jUuhJAGxSMhCEUC
Jul jMpgCDHed?2ZT8hYmdHn3 XU vl 3tullvc ki i +ULBrAnuZnB4d? I JudmiUS Zh
FEND_CERTIFICATE
;tored data into dataflash correctly.

Press space bhar to return to MEHU

>
-l

Figure 50. Status of the Downloaded Device Certificate into the Data Flash

4. To store the Device Key press the option ‘c’ and Click the “File” tab” of the Tera Term and “Send File”
option and choose the downloaded Device Key “xxxxxxxprivate.pem.key” which is downloaded from the
Dashboard download link.

5. Open the “iot-data.json” file
There is information about 10T things name and loT endpoint.

| AmazonRootCAl.pem
] certificate.pem.crt
iot-data.json

| private.pem.key

“"I0TThingName"™: "

"IOTEndpoint™:

Figure 51 getting the 10T things name and loT endpoint information
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6. To store the MQTT Broker end point, copy the end point string between the quotes XxxxXxxxxxx.iot.us-
east-1.amazonaws.com from the downloaded certificate link, press the option ‘d’ and Click the “Edit”
tab” of the Tera Term and “Paste<CR>" and verify and confirm the valid string and press OK

Note: Please copy the IOTEndpoint without “”.

“I0TThingName" :
"IOTEndpoint™:

DATA FLASH WRITE HQTT END POINT

SE'lelect the file to write data in data flash

B " Tera Term: Clipboard confirmation

a?@)uwzm-ats.int,usw1 .amazonaws 0K

Cancel

Figure 53 Storing the MQTT loT endpoint into the Data Flash

7. To store the IOT Thing Name, copy the Thing Name string between the quotes XXXXXXXX-XXXX-
XXXXXXXX-XxXX of 10T thing Name from the downloaded certificate link, press the option ‘e’ and click the
“Edit” tab” of the Tera Term and “Paste<CR>" and verify and confirm the valid string and press OK
Note: Please copy the IOTthingName without “”.

"I0TThingName" :

"IOTEndpoint™:

Figure 54 copy the loT thing Name
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LT
Eilte Edit Setup Control Window Help
DATA FLASH WRITE THING HAME

Select the file to write data in data flash

B " Tera Term: Clipboard confirmation

354?334&3“550005;&4 1a3

Cancel

Figure 55. Storing the Thing Name into the Data Flash

8. Press option ‘f’ and ‘g’ to read and validate the stored information in the data flash.

Note: Validation of the stored data is very limited and validates minimum set of data points. Users are
required to input the valid data to the flash obtained from the Dashboard for the proper working of the
Application.

4.4.1.1 Starting the Application

After activating the SIM card, registering to the Dashboard and configuring the required Cloud credentials via
the CLI, the application is ready to run. Press the option ‘6’ to Start the Application. The Application prints
Welcome screen along with the status of validating the Cloud credentials data present in the data flash as
shown below.

When the connection is success, the data is showed.
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M COMS3 - Tera Term VT - O *
File Edit 5Setup Ceontrol Window Help

CHECK CREDENTIALS STORED IN DATA FLASH

Certificate saved in data flash is verified and successful
Private Key saved in data flash iz verified and successful
IOT thing name saved in data flash is verified and successful
MQTT end point saved in data flash is verified and successful

All credentials in data flash is verified and successful
A 122772 [c]l I2C bus setup success:A

1 192772 [ob1283_threl

0B1283 Device open success

2 192774 [ETHER_RECEI1 Deferred Interrupt Handler Task started
192774 [ETHER_RECEI1 Queue space: lowest 13

192774 [IP-tazk] InitializeNetwork returnz 0K

1922795 [szensor_threl HE38B81 open sensor instance successful:- @

£
4
5 122774 [1P-task] xMetworkInterfacelnitialise returns A
G
ts

192874 [ETHER_RECEI1 R_ETHER_Read_ZC2: rc

1 [INFO]
LINFO]

CINFO]
CINFO] &

1 CINFO]
CINFO]

Figure 56. Welcome Screen on the Console

Note: Sensor data will be able to read correctly after having stabilization time.

About the detail of stabilization time, please see “Table 1 Sensor Stabilization Time”.
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4.5 For User using their own AWS Account
Note: Complete the steps up to “Check AWS loT endpoints.”

Get an AWS account

Get an AWS account -> From the best "Sign into the Console" button.

When considering using AWS, you can use the AWS free tier.
AWS Free Tier
Log in to the AWS Management Console

Amazon Web Services -> My Account -> AWS Management Console

@ Cloud Computing Services - Am: X +

> & aws.amazon.com/?ncl=h_ls = v ¥ 0O &

Contact Us Supportv Englishv | My Account » Sign In to the Console

Products Solutions Pricing Documentation Learn Partner Network AWS Marketplace Custo

Account Settings
Billing & Cost Management
Security Credentials

AWS Personal Health

AWS Cloud Quest gt -

Figure 57 Login the AWS

Move to |IoT Core Control Panel

» AWS services -> All services -> loT Core
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‘?_1“_"“'_5 Services ¥
AWS services
Find Services
You can enter names, keywords or acronyms.
Q
» Recently visited services
¥ All services
{mf Compute » Satellite () Security, Identity, &
EC2 Ground Station Compliance
Lightsail [2 IAM
Lambda £ Quantum Resource Access
Figure 58 Search the IoT Core 1/2
' . WWorkL
Cloude E Analytlcs or oes
WorkLink
X-Ray Athena
Amazon Redshift @
Internet of Things
(@ Customer EMR
Enablement CloudSearch
F RTOS
AWS 1Q [A Elasticsearch Service res
. . loT 1-Click
Support Kinesis
loT Analyti
Managed Services QuickSight [A © nalytics

. . loT Device Defender
Mata Pineline

Figure 59 Search the IoT Core 2/2

Create a security policy

» Secure -> Policies -> Create a policy
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@_‘_"_5 Services ¥ Q

AWS loT X AWS loT

Policies

Monitor

Activity

» Onboard /\
» Manage

> Greengrass

¥ Secure v

Celtificates
CAs

Role Aliases

You don't have any policies yet

Authorizers

AWS loT polithesgiye things permission to access AWS loT resources (like other things, MQTT topi
» Defend
——
Test

Figure 60 Create the policy1/3

AWS loT Secure Policies Create policy

Create policy we

AWS loT Core policies allow you to manage access to the AWS loT Core data plane operations.

Policy properties
AWS loT Core supports named policies so that many identities can reference the same policy document.

| ck_rxB5n_test
policy name is an alphanumeric string that can also contain period (), comma (), hyphen(-), underscore [_), plus sign (+), equal sign (<), and at sign (@) characters, but no spaces

» Tags - optional

Policy document infe Builder JSON

An AWS loT policy contains one or more policy statements. Each policy statement contains actions, resources, and an effect that grants or denies the actions by the resources.

Policy document
| 1vfi
2 "Wersion": "2@l2-1@-17",

3w “"Statement”: [

1w {
5 "Effect”: “aAllow",
6 "Action "y
7 "Resource”: "
E }
s ]
1@ |}
Figure 61 Create the policy2/3
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Copy the code below

{

"Version"; "2012-10-

"Statement":

[
{

Paste the copied code into the policy syntax -> Create

17,

"Effect": "Allow",

"Action": "iot:Connect",
"Resource": "*"

"Effect": "Allow",
"Action": "iot:Publish",
"Resource": "*"

"Effect": "Allow",

"Action": "iot:Subscribe",

"Resource"; "*"

"Effect": "Allow",
"Action": "iot:Receive",
"Resource"; "*"

R0O1QS0064EJ0130 Rev.1.30
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Policy properties

AWS 0T Care supports named policies sa that many identities can reference the same policy document
Palicy name
ck_rx65n_test

A policy name is an alphanumeric string that an also contain period (), comma (), hyphen(-), underscore (), plus sign +), equal sign (<), and at sign (@) characters, but no spaces.

» Tags - optional

Policy document info
An AWS loT policy contains ane or more policy statements. Each policy statement contains actions, resources, and an effect that grants or denies the actions by the resources.

Pmi(x document
1v |{

2 “Version™: "2012-18-17",
3 “Statement":

av [

5v {

"Allow",
iot:Connect”,

Allow",
iot:Publish”,

+ "Allow",

iot:Receive”,

JSON  Line 26, Column2 (®Ermors0 /A Warnings: 0 (0]

Sl m

Figure 62 Create the policy3/3

Register your device (thing) with AWS loT

» Manage -> Things -> Register a thing

@ AWSIoT-Manage- Things X () Register device to AWS loT - rene X | +

&« C @ us-east-1.console.aws.amazon.com/iot/home?region=us-east-1#/thinghub Q 2 % » 0 2

AWS loT X AWS loT Manage Things
Monitor .
Things (0) infe ‘ Advanced search ‘ | Run aggregations Create things
Activity An loT thing is a representation and record of your physical device in the cloud. A physical device
needs a thing record in order to work with AWS loT.
¥ Connect
Overview Q 1 ©
Get started

Fleet provisioning templates Name Thing type

No things ta display in this Region

Overview
Types

Thing groups

Billing groups
Jobs

Job templates

Tunnels

Figure 63 Creating the things 1/5
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Creating AWS loT things -> Create a single thing

AWS loT Manage Things Create things

Create things

A thing resource is a digital representation of a physical device or logical entity in AWS loT. Your device or entity needs a thing
resource in the registry to use AWS loT features such as Device Shadows, events, jobs, and device management features.

Number of things to create

© Create single thing

Create a thing resource to register a device. Provision the certificate and policy necessary to allow the device to connect to AWS
loT.

Create many things
Create a task that creates multiple thing resources to register devices and provision the resources those devices require to

connect to AWS loT.

Figure 64 Creating the things 2/5

e Add your device to the thing name-> Next
e Make a note of the name with a text editor (will be used later)

R01QS0064EJ0130 Rev.1.30 Page 44 of 56
June.02.23 RENESAS




CK-RX65N SIM activation, Creating the trial account and using Dashboard with RYZ014A or Ethernet

Application for AWS - Getting Started Guide

AWS loT Manage Things Create things Create single thing
Step 1 . . .
Specify thing properties S pec Ify th INng prope rties o
A thing resource is a digital representation of a physical device or logical entity in AWS loT. Your device or entity needs a thing
— - resource in the registry to use AWS loT features such as Device Shadows, events, jobs, and device management features.
ep 2 - optional

Thing properties info
Step 3 - optional

Thing name

I ck_rx_65n_tes(|

nter a unique name containing only: letters, numbers, hyphens, colons, or underscores. A thing name can't contain any spaces.

Additional configurations

You can use these configurations to add detail that can help you to organize, manage, and search your things.
» Thing type - optional

» Searchable thing attributes - optional

» Thing groups - optional

» Billing group - optional

Device Shadow infe

Device Shadows allow connected devices to sync states with AWS. You can also get, update, or delete the state information of this thing's
shadow using either HTTPs or MQTT topics.

© No shadow

Named shadow

Create multiple shadows with different names to manage access to properties, and logically group
your devices properties.

Unnamed shadow (classic)
A thing can have only one unnamed shadow.

Figure 65 Creating the things 3/5

Auto-generate a new certificate
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AWS loT Manage Things Create things Create single thing

Step 1 - . ) -
Configure device certificate - optional i

A device requires a certificate to connect to AWS loT. You can choose how you to register a certificate for your device now, or
you can create and register a certificate for your device later. Your device won't be able to connect to AWS loT until it has an
active certificate with an appropriate policy.

Specify thing properties

Step 2 - optional
Configure device certificate

Step 3 - optional Device certificate

© Auto-generate a new certificate (recommended)
Generate a certificate, public key, and private key using AWS loT's certificate authority.

Use my certificate
Use a certificate signed by your own certificate authority.

Upload CSR
Register your CA and use your own certificates on one or many devices.

Skip creating a certificate at this time
You can create a certificate for this thing and attach a policy to the certificate at a later time

Figure 66 Creating the things 4/5

e Add a policy for your thing

AWS loT Manage Things Create things Create single thing

Step 1 . . ) .
Spexify thing properties Attach policies to certificate - optional i

AWS loT policies grant or deny access to AWS loT resources. Attaching policies to the device certificate applies this access to

. the device.
Step 2 - optional

Configure device certificate

Policies (1/1) | c | | Create policy [2

Select up to 10 policies to attach to this certificate.

Step 3 - optional
Attach policies to certificate

Q 1 @

Name
E—

ck_rx65n_test

Cancel Previous Create thing

Figure 67 Creating the things 5/5
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Download A certificate for this thing/A public key/A private key

Download certificates and keys b4

Download certificate and key files to install on your device so that it can connect to
AWS.

Device certificate

You can activate the certificate now, or later. The certificate must be active for a device to connect to
AWS loT.

Device certificate

Deactivate certificate | | ¥ Download
6f328a5a610...te.pem.crt

Key files

The key files are unigue to this certificate and can't be downloaded after you leave this page.
Download them now and save them in a secure place.

My This is the only time you can download the key files for this certificate.

Public key file

| ¥ Download |
6f328a5a6105a56cc38d92d. . bad2118-public.pem. key

() Key downloaded

Private key file

| ¥ Download |
6f328a5a6105a56cc38d92d...a42 11 8-private. pem.key

(+) Key downloaded

Root CA certificates

Download the root CA certificate file that corresponds to the type of data endpaint and cipher suite
you're using. You can also download the root CA certificates later.

Amazon trust services endpoint | [ Download |
RSA 2048 bit key: Aimazon Root CA 1

Amazon trust services endpoint | K] Download |
ECC 256 bit key: Amazon Root CA 3

If you don't see the root CA certificate that you need here, AWS loT supports additional
root CA certificates. These root CA certificates and others are available in our developer
guides. Learn more [4

Figure 68 Download A certificate for this thing/A public key/A private key
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Check AWS IoT endpoints

e Make a note of the endpoint in a text editor etc. (will be used later)

B AWS loT - Settings x o Register device to AWS laT - rens X | +

&« c @ us-east-1.console.aws.amazon.com/iot/home?region=us-east-1#/settings

a_“‘f_s 153 Services Q, Searcl

Monitor AWS loT Settings
Activity .
Settings info
¥ Connect
Overview a -
Device data endpoint info C
Get started Your devices can use your account’s device data endpoint to connect to AWS.

Fleet provisioning templates

Each of your things has a REST APl available at this endpoint. MQTT clients and AWS loT Device SDKs [ also use this

» Manage .
endpoint.

» Fleet Hub Endpoint

a7 il wz - 7m- iioti -east-l.amazonaws.com

» Greengrass

» Wireless connectivity
Domain configurations
» Secure
You can create domain configurations to simplify tasks such as migrating devices
» Defend to AWS loT Core, migrating application infrastructure to AWS loT Core and
maintaining brand identity.

» Act A - -
Create domain configuration

¥ Test

» Device Advisor Name Domain name Status Service type Date updated

MQTT test client . . .
No domain configurations

You don't have any domain configurations.

Software

Learn

Create domain configuration

Feature spotlight

Documentation [4 Logs info Manage logs

You can manage AWS loT legging to log helpful information to CloudWatch Logs.

Figure 69 Check AWS IoT endpoints

Reference
Register device to AWS IoT tutorial also available GitHub.

Link: https://github.com/renesas/amazon-freertos/wiki/Register-device-to-AWS-1oT

4.5.1 For install the credential
Please see from 4.3 Hardware Preparation section.
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4.6 About Connecting to AWS IoT
This section describes the steps to be followed to connect the device to the AWS IoT.

Note: For Ethernet Applications, firewalls in the network may prevent connectivity to AWS loT. Configure
the network to allow access to the MQTT Port 8883.

4.7 Verifying the Application Project using AWS Dashboard and Renesas
Dashboard

This section describes the steps on how to verify this application example’s functions.

Note: Wait for the board to get the IP address from the service provider upon successful cellular initialization,
and the board to resolve the DNS lookup for the endpoint. After the successful MQTT connection message
on the Console “Successful MQTT Connection to the end point”, the device is ready for Publishing and
Subscription of Messages.

Note: This Application involves AWS MQTT IOT Core, user has an option to use the AWS IOT Dashboard
for the Validation purpose, in addition to using the Renesas GUI based Dashboard for customized view of all
the Sensor Data.

For the verification purposes, the user can use the AWS IOT core Dashboard for configuring and controlling
the Subscription and Publishing of the Topics as described in the following sections.

On the AWS cloud Dashboard side, go to IoT Core and select Test, then choose MQTT test client.
Subscribe to a topic listed below one at a time. The sample snapshot of subscribing to the topics are shown
below.

Note: The messages shown under are case sensitive; users need to take care of this entering the publish
or subscribe messages.
Only enter one message at a time. Copy the message ‘as-is’ between the quotes and do not include
any extra spaces.
"aws/topic/iaq_sensor_data"
"aws/topic/oaq_sensor_data"
"aws/topic/hs3001 sensor_data"
"aws/topic/icm_sensor_data"
"aws/topic/icp_sensor_data"
"aws/topic/ob1203_ sensor_data"
Note: After the subscription to the Topics, the Dashboard is ready to receive the messages being published
from the device.
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AWS loT X Subscribe to a topic Publish to a topic
Monitor Topic filter Info
. The topic filter describes the topic(s) to which you want to subscribe. The topic filter can include MQTT wildcard characters.
Activity
aws/topic/bulk_sensor_data
» Connect
» Additional configuration
» Manage

» Greengrass

b Wireless connectivity Subscriptions aws/topic/oaq_sensor_data
» Secure E] aws/topic/iaq_sensor_data QX
w aws/topic/oaq_sensor_data
» Defend aws/topic/oag_sensor_data QX 3 = B
» Act aws/topic/hs3001_sensor_data {Q X 1
"0AQ": {
w Test aws/topic/icm_sensor_data QX "air quality (Index)": "00.00"

- . 1
» Device Advisor aws/topic/icp_sensor_data QX ’

MQTT test client ’
aws/topic/ob1203_sensor_data Q X

Figure 70. Subscribe to a Topic Messages on the AWS loT Screen

E] aws/topic/iaq_sensor_data QX

¥ aws/topic/oaq_sensor_data April 19, 2022, 15:06:43 (UTC-0700)
aws/topic/oaq_sensor_data QX

aws/topic/hs3001_sensor_data Q X {
"0AQ": {

aws/topic/icm_sensor_data QX “air quality (Index)": "00.08"
1
aws/topic/icp_sensor_data QX !

}
aws/topic/ob1203_sensor_data Q) X
aws/topic/bulk_sensor_data Q@ X v aws/topic/oag_sensor_data April 19, 2022, 14:36:26 (UTC-0700)
{
"oAQ": {
"air gquality (Index)": "00.08"
}
}

Figure 71. Subscribed Messages on the AWS loT Screen
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4.8 LED Alerts

The board subscribed the topic below.
ck_rx65n_test/example/topicRx

If we publish the below data from AWS console
HS3001 temperature alerts:
Based on temperature dashboard will send the alert messages to CK-RX65N kit via below topic

Topic : aws/topic/set_temperature_led_data

Message: {"Temperature_LED":"HOT"} Will turn on RED in Tri-Color LED
Message: {"Temperature_LED":"WARM"} Will turn on BLUE in Tri-Color LED
Message: {"Temperature_LED":"COLD"} Will turn on GREEN in Tri-Color LED
Example:

Click Test->MQTT test client

aws &5% Services | Q Search for services, features, blogs, docs, and more

AWS loT X AWS loT MQTT test client

MQTT test client i

Monitor

You can use the MQTT test client to monitor the MQTT messages being passed in your AWS account. Devices publish MQTT messages that are identified by topics to communicate thei
e to inform devices and apps of changes and events. You can subscribe to MQTT message topics and publish MQTT messages to topics by using the MQTT test client.
r

Connect one device

» Connect many devices Subscribe to a topic Publish to a topic

Topic name
Test The topic name identifies the message. The message payload will be published to this topic with a Quality of Service (QoS) of 0

» Device Advisor Q, aws/topic/set_temperature_led_data X

v daad

{"Temperature LED":"HOT['}

Manage

P All devices

P> Greengrass devices » Additional configuration
» LPWAN devices

[T Srr—.

Figure 72 Publish the MQTT message 1/2

0OB1203 SPO2 alert alerts:

Based on SP02 value dashboard will send the alert messages to CK-RX65N kit via below topic

Topic : aws/topic/set_spo2_led data

Message: {"Spo2_LED":"ON"} Will turn off BLUE LED in CK-RX65N

Message: {"Spo2_LED":"OFF"}  Will turn on BLUE LED in CK-RX65N
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Connect one device

» Connect many devices Subscribe to a topic Publish to a topic
Topic name
Test Lhedani e ameidentifies the massagedhamessage payload will be published to this topic with a Quality of Service (QoS) of 0.
» Device Advisor Q_ aws/topic/set_spo2_led_data I X

MQTT test client
Message payload

{"Spo2_LED":"ON"} |

» All devices 4

—

Manage

P Greengrass devices » Additional configuration

» LPWAN devices
P Remote actions I Fublish I

Figure 73 Publish the MQTT message 2/2
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5. Restrictions

5.1 Communication time (Cellular version of Project)

This version of the cellular project may disconnect when running for more than 10 hours.
Then it shows below errors at the terminal.

It can re-communicate when you reset the device.

If you face this issue least a few hours, please do “8. Apply Patch files” step 4.1.1 section.
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6. Note and trouble shooting
6.1 About stabilization time for sensor

There is stabilization time for each sensor. It cannot read correct values during the time.

See below the detail of stabilization time of each sensor of table.

Table 1 Sensor Stabilization Time

Sensor Name When power up first time After soft or hard reset

ZMOD4410 I1AQ Up to 1 Min Up to 1 Min

ZMOD4510 OAQ Up to 1.5 hours Up to 1 Hours

0OB1203 Up to 20 Min Up to 20 Sec
(After putting figure on sensor, it | (After putting figure on sensor, it
may take up to 60 seconds to may take up to 60 seconds to
sense data) sense data)

HS3001 Up to 30 Sec Up to 10 seconds

ICP Up to 30 Sec Up to 10 seconds

ICM Up to 30 Sec Up to 10 seconds

6.2 Connection issue when using Ethernet (Wired cable)

The Ether PYH only supports the full duplex communication. If your rooter or Ethernet hub only supports half
duplex, it cannot connect the internet. Please use full duplex devices.

6.3 About the trouble of current supply short when using RYZ014A

If the CK-RX65N board is not powered through the Debug port (J14) the current available to the board may
be limited to 100 mA. When using the supplied RYZ014A Pmod module with other code (found here:
RYZ014A - LTE Cat-M1 Cellular IoT Module | Renesas) be aware that this Pmod has a maximum operating
current of 480 mA dependent upon the LTE band, Tx/Rx settings, and network coverage. Please ensure that
the host board can supply sufficient power or provide supplemental USB power via CN4 on the Pmod to
avoid RF instability.

6.4 About when build errors occur

If a 'No such file or directory' error occurs, the project path may be too long. When the path is longer than
256 characters, e’ studio outputs errors at build time.
When this error occurs, move the project to a shorter path location (e.g., under C:\).

6.5 About when unable to log in to the Dashboard (Grafana account)

If you cannot log in to the Dashboard with the password you changed in step 6 of 4.2.2 To get the account
10USD of trial of AWS, try the following.

e  Set “admin” in the Email or username field and set the changed password in the password field.

When changing the password for the initial session, the username is not changed from admin. Therefore,
admin must be entered in the username field. To enable users to log in with your own username and email
address, please change the user information in the Server Admin menu after logging in.
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6.6 Notes on Performing Firmware Update Over-The-Air on AWS FreeRTOS
The following symptoms occur when performing Firmware Update Over-The-Air (FOTA) on AWS FreeRTOS.

1. Device (thing) names and credential information are overwritten.
2.  Processing of OTA fails after recovering from low power consumption mode.

For more information, refer to the Tool News below.
[Notes] RX Family Notes on Performing Firmware Update Over-The-Air on AWS FreeRTOS (renesas.com)
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Application for AWS - Getting Started Guide

Website and Support

Visit the following vanity URLSs to learn about key elements of the RX family, download components and
related documentation, and get support.

CK-RX65N Kit Information
RX&RA Cloud Solutions
RX Cloud solution web
RX Product Information

RX Product Support Forum

RX Driver Package
Renesas Support

Revision History

renesas.com/rx/ck-rx65n

renesas.com/cloudsolutions

renesas.com/rx-cloud

renesas.com/rx
renesas.com/rx/forum

renesas.com/RDP

renesas.com/support

Description
Rev. Date Page Summary
1.00 14-June-2022 First version
1.10 29-June-2022 15 Improved 5.1.4 Activating a SIM card on MicroAl Launchpad
of activation way of SIM
49 Added the restrictions section
Program Fixed the program about getting the issue of UUID lacking
parts of the number.
1.20 06-July-2022 10-11 Added 8. Apply Patch files
50 Removed “Sp02 sensor of OB1203 (Cellular version of
Project)” from the restriction section.
Updated 5.1 Communication time (Cellular version of Project).
Program Updated Cellular version of Project
- Supported SpO2 sensor of OB1203.
- Added patch file to project.
1.30 02-June-2023 11 Added the settings for Truphone SIM
26 Added 4.1.6 about the activation procedure for Truphone SIM
50 Added 6.4 about when build errors occur.
Added 6.5 about when unable to log in to the Dashboard
(Grafana account)
Added 6.6 Notes on Performing Firmware Update Over-The-
Air on AWS FreeRTOS
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General Precautions in the Handling of Microprocessing Unit and Microcontroller
Unit Products

The following usage notes are applicable to all Microprocessing unit and Microcontroller unit products from Renesas. For detailed usage notes on the
products covered by this document, refer to the relevant sections of the document as well as any technical updates that have been issued for the products.
1. Precaution against Electrostatic Discharge (ESD)
A strong electrical field, when exposed to a CMOS device, can cause destruction of the gate oxide and ultimately degrade the device operation. Steps
must be taken to stop the generation of static electricity as much as possible, and quickly dissipate it when it occurs. Environmental control must be
adequate. When it is dry, a humidifier should be used. This is recommended to avoid using insulators that can easily build up static electricity.
Semiconductor devices must be stored and transported in an anti-static container, static shielding bag or conductive material. All test and
measurement tools including work benches and floors must be grounded. The operator must also be grounded using a wrist strap. Semiconductor

devices must not be touched with bare hands. Similar precautions must be taken for printed circuit boards with mounted semiconductor devices.
2. Processing at power-on

The state of the product is undefined at the time when power is supplied. The states of internal circuits in the LS| are indeterminate and the states of
register settings and pins are undefined at the time when power is supplied. In a finished product where the reset signal is applied to the external reset
pin, the states of pins are not guaranteed from the time when power is supplied until the reset process is completed. In a similar way, the states of pins
in a product that is reset by an on-chip power-on reset function are not guaranteed from the time when power is supplied until the power reaches the

level at which resetting is specified.
3. Input of signal during power-off state

Do not input signals or an 1/O pull-up power supply while the device is powered off. The current injection that results from input of such a signal or I/O
pull-up power supply may cause malfunction and the abnormal current that passes in the device at this time may cause degradation of internal

elements. Follow the guideline for input signal during power-off state as described in your product documentation.
4. Handling of unused pins

Handle unused pins in accordance with the directions given under handling of unused pins in the manual. The input pins of CMOS products are
generally in the high-impedance state. In operation with an unused pin in the open-circuit state, extra electromagnetic noise is induced in the vicinity of
the LSI, an associated shoot-through current flows internally, and malfunctions occur due to the false recognition of the pin state as an input signal

become possible.
5. Clock signals

After applying a reset, only release the reset line after the operating clock signal becomes stable. When switching the clock signal during program
execution, wait until the target clock signal is stabilized. When the clock signal is generated with an external resonator or from an external oscillator
during a reset, ensure that the reset line is only released after full stabilization of the clock signal. Additionally, when switching to a clock signal

produced with an external resonator or by an external oscillator while program execution is in progress, wait until the target clock signal is stable.
6. Voltage application waveform at input pin

Waveform distortion due to input noise or a reflected wave may cause malfunction. If the input of the CMOS device stays in the area between V.
(Max.) and Vi (Min.) due to noise, for example, the device may malfunction. Take care to prevent chattering noise from entering the device when the

input level is fixed, and also in the transition period when the input level passes through the area between V. (Max.) and Vin (Min.).
7. Prohibition of access to reserved addresses

Access to reserved addresses is prohibited. The reserved addresses are provided for possible future expansion of functions. Do not access these

addresses as the correct operation of the LSI is not guaranteed.
8. Differences between products

Before changing from one product to another, for example to a product with a different part number, confirm that the change will not lead to problems.
The characteristics of a microprocessing unit or microcontroller unit products in the same group but having a different part number might differ in terms
of internal memory capacity, layout pattern, and other factors, which can affect the ranges of electrical characteristics, such as characteristic values,
operating margins, immunity to noise, and amount of radiated noise. When changing to a product with a different part number, implement a system-
evaluation test for the given product.



Notice

1. Descriptions of circuits, software and other related information in this document are provided only to illustrate the operation of semiconductor products
and application examples. You are fully responsible for the incorporation or any other use of the circuits, software, and information in the design of your
product or system. Renesas Electronics disclaims any and all liability for any losses and damages incurred by you or third parties arising from the use

of these circuits, software, or information.

2. Renesas Electronics hereby expressly disclaims any warranties against and liability for infringement or any other claims involving patents, copyrights,
or other intellectual property rights of third parties, by or arising from the use of Renesas Electronics products or technical information described in this
document, including but not limited to, the product data, drawings, charts, programs, algorithms, and application examples.

3. No license, express, implied or otherwise, is granted hereby under any patents, copyrights or other intellectual property rights of Renesas Electronics

or others.

4. You shall be responsible for determining what licenses are required from any third parties, and obtaining such licenses for the lawful import, export,
manufacture, sales, utilization, distribution or other disposal of any products incorporating Renesas Electronics products, if required.
5. You shall not alter, modify, copy, or reverse engineer any Renesas Electronics product, whether in whole or in part. Renesas Electronics disclaims any
and all liability for any losses or damages incurred by you or third parties arising from such alteration, modification, copying or reverse engineering.
6. Renesas Electronics products are classified according to the following two quality grades: “Standard” and “High Quality”. The intended applications for
each Renesas Electronics product depends on the product’s quality grade, as indicated below.
"Standard": Computers; office equipment; communications equipment; test and measurement equipment; audio and visual equipment; home
electronic appliances; machine tools; personal electronic equipment; industrial robots; etc.
"High Quality": Transportation equipment (automobiles, trains, ships, etc.); traffic control (traffic lights); large-scale communication equipment; key

financial terminal systems; safety control equipment; etc.

Unless expressly designated as a high reliability product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas
Electronics document, Renesas Electronics products are not intended or authorized for use in products or systems that may pose a direct threat to
human life or bodily injury (artificial life support devices or systems; surgical implantations; etc.), or may cause serious property damage (space
system; undersea repeaters; nuclear power control systems; aircraft control systems; key plant systems; military equipment; etc.). Renesas Electronics
disclaims any and all liability for any damages or losses incurred by you or any third parties arising from the use of any Renesas Electronics product
that is inconsistent with any Renesas Electronics data sheet, user's manual or other Renesas Electronics document.

7. No semiconductor product is absolutely secure. Notwithstanding any security measures or features that may be implemented in Renesas Electronics
hardware or software products, Renesas Electronics shall have absolutely no liability arising out of any vulnerability or security breach, including but
not limited to any unauthorized access to or use of a Renesas Electronics product or a system that uses a Renesas Electronics product. RENESAS
ELECTRONICS DOES NOT WARRANT OR GUARANTEE THAT RENESAS ELECTRONICS PRODUCTS, OR ANY SYSTEMS CREATED USING
RENESAS ELECTRONICS PRODUCTS WILL BE INVULNERABLE OR FREE FROM CORRUPTION, ATTACK, VIRUSES, INTERFERENCE,
HACKING, DATA LOSS OR THEFT, OR OTHER SECURITY INTRUSION (“Vulnerability Issues”). RENESAS ELECTRONICS DISCLAIMS ANY AND
ALL RESPONSIBILITY OR LIABILITY ARISING FROM OR RELATED TO ANY VULNERABILITY ISSUES. FURTHERMORE, TO THE EXTENT
PERMITTED BY APPLICABLE LAW, RENESAS ELECTRONICS DISCLAIMS ANY AND ALL WARRANTIES, EXPRESS OR IMPLIED, WITH
RESPECT TO THIS DOCUMENT AND ANY RELATED OR ACCOMPANYING SOFTWARE OR HARDWARE, INCLUDING BUT NOT LIMITED TO
THE IMPLIED WARRANTIES OF MERCHANTABILITY, OR FITNESS FOR A PARTICULAR PURPOSE.

8. When using Renesas Electronics products, refer to the latest product information (data sheets, user's manuals, application notes, “General Notes for
Handling and Using Semiconductor Devices” in the reliability handbook, etc.), and ensure that usage conditions are within the ranges specified by
Renesas Electronics with respect to maximum ratings, operating power supply voltage range, heat dissipation characteristics, installation, etc. Renesas
Electronics disclaims any and all liability for any malfunctions, failure or accident arising out of the use of Renesas Electronics products outside of such

specified ranges.

9. Although Renesas Electronics endeavors to improve the quality and reliability of Renesas Electronics products, semiconductor products have specific
characteristics, such as the occurrence of failure at a certain rate and malfunctions under certain use conditions. Unless designated as a high reliability
product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas Electronics document, Renesas Electronics
products are not subject to radiation resistance design. You are responsible for implementing safety measures to guard against the possibility of bodily
injury, injury or damage caused by fire, and/or danger to the public in the event of a failure or malfunction of Renesas Electronics products, such as
safety design for hardware and software, including but not limited to redundancy, fire control and malfunction prevention, appropriate treatment for
aging degradation or any other appropriate measures. Because the evaluation of microcomputer software alone is very difficult and impractical, you are
responsible for evaluating the safety of the final products or systems manufactured by you.

10. Please contact a Renesas Electronics sales office for details as to environmental matters such as the environmental compatibility of each Renesas
Electronics product. You are responsible for carefully and sufficiently investigating applicable laws and regulations that regulate the inclusion or use of
controlled substances, including without limitation, the EU RoHS Directive, and using Renesas Electronics products in compliance with all these
applicable laws and regulations. Renesas Electronics disclaims any and all liability for damages or losses occurring as a result of your noncompliance

with applicable laws and regulations.

11. Renesas Electronics products and technologies shall not be used for or incorporated into any products or systems whose manufacture, use, or sale is
prohibited under any applicable domestic or foreign laws or regulations. You shall comply with any applicable export control laws and regulations
promulgated and administered by the governments of any countries asserting jurisdiction over the parties or transactions.

12. lItis the responsibility of the buyer or distributor of Renesas Electronics products, or any other party who distributes, disposes of, or otherwise sells or
transfers the product to a third party, to notify such third party in advance of the contents and conditions set forth in this document.

13. This document shall not be reprinted, reproduced or duplicated in any form, in whole or in part, without prior written consent of Renesas Electronics.

14. Please contact a Renesas Electronics sales office if you have any questions regarding the information contained in this document or Renesas

Electronics products.

(Notel) “Renesas Electronics” as used in this document means Renesas Electronics Corporation and also includes its directly or indirectly controlled

subsidiaries.

(Note2) “Renesas Electronics product(s)” means any product developed or manufactured by or for Renesas Electronics.

Corporate Headquarters
TOYOSU FORESIA, 3-2-24 Toyosu,
Koto-ku, Tokyo 135-0061, Japan
www.renesas.com

Trademarks

Renesas and the Renesas logo are trademarks of Renesas Electronics
Corporation. All trademarks and registered trademarks are the property
of their respective owners.
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Contact information

For further information on a product, technology, the most up-to-date
version of a document, or your nearest sales office, please visit:
www.renesas.com/contact/.
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