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1 Introduction

The Calypso WLAN module developed by Wirth Elektronik eiSos is intended to be used as
a radio sub-system in order to provide WLAN (IEEE 802.11) communication capabilities to
systems. The UART acts as the primary interface between the module and a host micro-
controller. The module can be fully configured and controlled using a set of AT-commands
sent as messages via UART. Once configured, the module independently manages WLAN
connectivity allowing the host controller to utilize its resources for its application tasks.

Firmware version 2.0.0 of the radio module now supports the so-called "Transparent Mode"
mode of operation, which when chosen instead of the "AT commands mode", allows appli-
cations to utilize the module as a UART-to-WiFi bridge.

In transparent mode, the Calypso automatically connects to a pre-configured Wi-Fi access
point and opens a socket for communication with a preconfigured remote endpoint (TCP
server, TCP client or UDP endpoint). Afterwards, the Calypso acts as a transparent bridge
between the UART and the created socket. This means that all data sent to the Calypso via
UART is forwarded to the socket and all data received on the socket is output on the UART.

This application note gives a short overview of this new feature.
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2 Functional description

When booting the Calypso radio module, the voltage level of the pins APP_MODE_0 and
APP_MODE 1 is checked to detect the mode of operation. In case both pins have a high
level, the Calypso starts in transparent mode.

In transparent mode, the Calypso first tries to connect to a WiFi access point. In case this
fails due to the absence of the configured access point or wrong access point credentials, it
retries until a connection is established.

On success, the pin STATUS_IND_0 turns high and the Calypso tries to open a socket. In
case of failure, it retries until a socket has been opened.

As soon as a socket has been opened and the connection has been established successful-
ly, the pin STATUS_IND _1 turns high and the UART of the Calypso is switched on. All UART
data is forwarded to the socket and vice versa. In this state the pin /RTS of the Calypso
indicates when the radio module is ready to receive data via UART. If the UART flow control
is disabled, the pin stays active (LOW) as long as a socket is available. In case the UART
flow control is enabled, the /RTS pin stays active (LOW) as long as a socket is available and
the UART is ready to receive more data.

Mode detection

AT command AT command
mode operation

ZF Interpret
AT commands

Transparent
mode
0 1

<
[>[ Connect to WiFi Failed

@ @ Success
0 1

<l
Connect socket ] Failed

@ Success
1
Socket closed or (

WiFi disconnected

)

=)

WiFi disconnected Forward UART data
L to WiFi, and vice

versa

Figure 1: Flow chart - transparent mode

Before starting the module in transparent mode, various settings have to be defined in order
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to ensure successful WiFi connection and socket setup. For details regarding the required
steps, please refer to the following chapters.

2.1 Power save mode

For battery powered systems with a requirement that the devices always remain online (i.e.
connected to WiFi Network and socket but UART disabled), the Calypso offers a power save
feature. This feature allows significant power saving while staying connected to the Wi-Fi
network as well as sustaining an active connection. An average of less than 2 mA current
consumption is achieved in station mode with an active socket connection. This power save
feature is supported in the transparent mode, too. Steps to enable the power save feature
are described in chapter 4.

As the module’s UART RX is disabled in this state, the host is required to wake up the
module before sending data to it. Especially in power save mode, using UART flow control
is recommended for any UART baudrate.

After a wake-up by the host (via WAKE-UP pin), it can send data and trigger transmission of
one radio packet. The module will go back to power save automatically after the radio packet
was sent. Another UART transfer from the host to the module must be preceded with a new
wakeup by the host.

If data is received on the radio side it will be forwarded on the UART to the host. During that
process, the host is not allowed to send data to the module.

The wakeup pin shall not be used during an active UART transfer from Calypso
to host.

e

When in power save mode, the Calypso is ready to receive data on the UART
10 ms after a rising edge on the WAKE-UP pin.

e

The on-board HTTP server will not be available in the power save mode.

e
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3 Wi-Fi connection setup

To successfully set up a connection to a WiFi access point, the user has to enter the network
credentials such as SSID, password and security mode into the Calypso in advance. There
are two ways of doing so:

1. Use the AT-commands interface to configure the Calypso via UART

2. Use the web interface to configure the module

3.1 Configure Wi-Fi via AT command interface

To enter the credentials of the access point via AT commands, the Calypso radio module
must be started in "AT command mode" by applying a low level at the pins APP_MODE 0
and APP_MODE 1 during start-up.

If this has been done, the credentials can be added in two ways. Either to use the command

AT+wlanConnect t0 connect to an access point, or to use the command AT+wlanProfileAdd

to simply add the profile to the radio module (see user manual [1]).

Then the module automatically connects to one of the configured access points after device

reset, in case the WLAN connection policy is set to Auto (or Auto|Fast).
AT+wlanPolicySet=connection,Auto|Fast,

Code 1: Example AT+wlanPolicySet

The policy is automatically set to AutolFast when the module is started in
transparent mode.

3.1.1 AT+wlanConnect

AT +wlanConnect=[SSID],[BSSID],[Security Type],[SecurityKey],[SecurityExtUser],[SecurityExtAnonUser],
[SecurityExtEapMethod]

Code 2: AT+wlanConnect

AT+wlanConnect=mySSID,,WPA_WPA2,myPassword,.,
Code 3: Example AT+wlanConnect

3.1.2 AT+wlanProfileAdd

The command AT+wlanProfileAdd allows you to store up to seven preferred WLAN profiles
which you can use to specify multiple access points to be used in transparent mode. Each
profile stores the access point credentials along with a profile priority, which determines the
order of connection.

AT +wlanProfileAdd=[SSID],[BSSID],[Security Type],[SecurityKey],[SecurityExtUser],
[SecurityExtAnonUser],[SecurityExtEapMethod],[priority]

Code 4: AT+wlanProfileAdd

The following example adds a profile with the highest priority (15).
AT +wlanProfileAdd=mySSID, WPA_WPA2,myPassword,,,,15
Code 5: Example AT+wlanProfileAdd
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3.2 Configure Wi-Fi via web interface

To enable easy configuration when integrated into an embedded system with limited HMI
capabilities, the Calypso offers a provisioning mode. In this mode, the module acts as an AP
and allows external devices with appropriate credentials to connect and access the on-board
HTTP server. The user can conveniently browse the settings web page and configure the
module using any web browser.

The web pages for provisioning require JavaScript.

3.2.1 Start in provisioning mode
There are two ways to set the Calypso to provisioning mode.

1. When starting the module in AT command mode the command

AT +provisioningStart
starts the provisioning.

2. Alternatively, apply a LOW signal to the APP_MODE_0 pin, a HIGH signal to the AP-
P_MODE 1 pin and restart the module.

When the provisioning mode has been started successfully, the LED at STATUS_IND 1
flashes with an interval of 1 s. The module has created an access point with a SSID
"calypso_" followed by the MAC of the module (example "calypso_ CAFFEE123456"). Now
any Wi-Fi enabled device can connect to the access point using WPA2 security and the key
"calypsowlan".

3.2.2 Add WLAN profile

On the device connected to the Calypso AP, open the website "calypso.net" in a browser.
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Calypso WLAN module o
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Apply
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Figure 2: Provisioning main page

To save a WLAN profile in the module, select the SSID from the dropdown menu or enter the
same manually in the text field. Check the correct security type, enter the key if necessary
and click on the "Add" button. A pop-up appears confirming the addition of the profile.

Auf calypso.net wird Folgendes angezeigt:

Ca Iy @ Profiles added!

WURTH
W/ ELEKTRONIKC

MORE THAN

YOU EXPECT

Add Profile

SSID

Refreshing... v
WE_backup
Enter SSID or select from list
Security type WPA2 e
Security key &
Add
Device Mode Station e
Apply

Settings will take effect after reset

Figure 3: Provisioning main page
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In provisioning mode, the module is set to start as an AP. In order to start the module in
station mode, select "Station" in the "Device Mode" drop down menu and click on "Apply".
Note that for the module to connect to one of the stored profiles after a reset or when the
connection is lost, the WLAN connection policy has to be set to Auto (or Auto|Fast). The
policy is automatically set to Auto|Fast when the module is started in transparent mode.
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4 Socket setup

In case the Calypso radio module has successfully set up a connection to an access point
in transparent mode, the pin STATUS _IND_0 turns high. The next step is to open a socket.

The behavior of the module depends on the socket configuration:

* In case the module is configured to use a UDP socket, the socket will open and data
transmission to the specified peer address can start immediately.

* In case the module is configured to use a TCP server socket, the Calypso radio module
waits for a TCP client to connect to it, before data transmission can start.

* In case the module is configured to use a TCP client socket, the Calypso tries to
connect to the TCP server at the specified peer address. As soon as the connection
has been established, data transmission can start.

To enable the successful setup of a socket, various settings must be defined in advance.
There are two ways of doing so:

1. Use the AT-commands interface to enter the socket settings via UART

2. Use the web interface to enter the socket settings

4.1 Configure the socket settings via AT commands

To enter the socket settings via AT commands, the Calypso radio module must be started in
"AT command mode" by applying a low level at the pins APP_MODE 0 and APP_MODE 1
during start-up.

If this has been done, the socket type and information of the peer device can be specified
using the AT+set command:

AT +set=transparent_mode,[option],[value1]
Code 6: AT+set

Available options:

* power_save: valuel determines whether the power save feature is activated or not
(true or false)

remote_address: valuel is the IP of the peer device

remote_port: valuel is the port of the peer device

local_port: value1 is the port of the Calypso (The local port must not be 80 or 8080.)

socket_type:

— value1 is udp: send/receive data to/from a UDP device at remote_address and
remote_port

— value1 is tcp_server: create a TCP server on local_port and send/receive data
to/from the first peer device that connects

— value1 is tcp_client: create a TCP connection to a TCP server at remote_address
and remote_port and send/receive data to/from it

ANRO028 Calypso Transparent Mode version 1.0 ©January 2022
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» secure_method:

— value1 is none: no encryption and authentication used

— value1 is sslv3: in case of a TCP socket, SSL v3 is used

— value1 is tlsv1: in case of a TCP socket, TLS v1 is used

— valuetl is tlsv1l_1: in case of a TCP socket, TLS v1.1 is used

— valuel is tlsv1l_2: in case of a TCP socket, TLS v1.2 is used

— value1 is sslv3_tlsv1_2: in case of a TCP socket, the highest method between
SSL v3 and TLS v1.2 is used

+ skip_date_verify: value1 determines whether the date verification of the SSL certifi-
cate is skipped (true or false). This setting is only applicable if the secure method is
not "none" and is useful if there is no SNTP server available in the network.

+ disable_cert_store: value1 determines whether self-signed certificates should be ac-
cepted (true or false). This setting is only applicable if the secure method is not "none".

In case the parameter "secure_method" is not "none", additional parameters for the SNTP
server and SSL certificate must be specified before a secure socket can be setup.
The SNTP server address can be specified via the command AT+netappset:

AT +netappset=sntp_client,server_address,0,time.google.com
Code 7: Example AT+netappset

Furthermore, the private key, SSL certificate and SSL root CA must be stored in the file
system. To do so, the commands AT+fileOpen, AT+fileWrite and AT+fileClose must be

used:

AT +fileOpen=[fileName],[options],[ fileSize ]
AT +fileWrite=[ filelD ],[ offset ],[ format],[ length ],[ data]
AT +fileClose=[filelD ],[ certificateFileName ],[ signature]

Code 8: Create a new file in file system

bytes per AT+fileWrite command.

Depending on the file size, the use of multiple AT+fileWrite commands before
the AT+fileClose command may be required to transfer the entire file’s content
to the file system. It is recommended to use chunks of not more than 1024

The files must be stored at the following predefined locations in the file system:

File

fileName

Private key

user/transparentmode_privatekey

SSL certificate

user/transparentmode_certificate

SSL root CA

user/transparentmode_rootca

Table 1: Pre-defined file names
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4.1.1 Examples

/+ enable power save feature +/
AT +set=transparent_mode,power_save,true

/+ set socket type +/
AT +set=transparent_mode,socket_type,udp
AT +set=transparent_mode,secure_method,none

/+ set remote address »/
AT +set=transparent_mode,remote_address,192.178.168.22
AT +set=transparent_mode,remote_port,5001

/= set local port +
AT +set=transparent_mode,local_port,5001

Code 9: Example UDP socket configuration

/+ enable power save feature »/
AT +set=transparent_mode,power_save,true

/+ set socket type +/
AT +set=transparent_mode,socket_type,tcp_client
AT +set=transparent_mode,secure_method,none

/+ set remote address +/
AT +set=transparent_mode,remote_address,192.178.168.22
AT +set=transparent_mode,remote_port,5001

Code 10: Example TCP client socket configuration

/+ enable power save feature »/
AT +set=transparent_mode,power_save,true

/+ set socket type
AT +set=transparent_mode,socket_type,icp_server
AT +set=transparent_mode,secure_method,none

/+ set local port +
AT +set=transparent_mode,local_port,5001

Code 11: Example TCP server socket configuration

/+ enable power save feature »/
AT +set=transparent_mode,power_save,true

/+ set socket type +
AT +set=transparent_mode,socket_type,tcp_client
AT +set=transparent_mode,secure_method,sslv3_tlsvi_2

/+ set remote address +/
AT +set=transparent_mode,remote_address,192.178.168.22
AT +set=transparent_mode,remote_port,5001

/= use SNTP server for certificate date verification +
AT+netappset=sntp_client,server_address,0,time.google.com
AT +set=transparent_mode,skip_date_verify,false

/+ verifies public root CA +/
AT +set=transparent_mode,disable_cert_store,false

Code 12: Example SSL client socket configuration in network with internet access

ANRO028 Calypso Transparent Mode version 1.0 ©January 2022
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/+ enable power save feature +/
AT +set=transparent_mode,power_save,true

/+ set socket type +
AT +set=transparent_mode,socket_type,tcp_client
AT +set=transparent_mode,secure_method,sslv3_tlsvi_2

/+ set remote address +/
AT +set=transparent_mode,remote_address,192.178.168.22
AT +set=transparent_mode,remote_port,5001

/+ disable certificate date verification +
AT +set=transparent_mode,skip_date_verify,true

/+ use self signed certificate
AT +set=transparent_mode,disable_cert_store,true

/+ load root CA in file system +

AT +fileOpen=user/transparentmode_rootca, CREATE|OVERWRITE,...
AT +fileWrite =...

AT +fileClose=...

Code 13: Example SSL client socket configuration in network without internet access

/+ enable power save feature »/
AT +set=transparent_mode,power_save,true

/+ set socket type +
AT +set=transparent_mode,socket_type,icp_server
AT +set=transparent_mode,secure_method,sslv3_tlsvi_2

/+ set local port +
AT +set=transparent_mode,local_port,5001

/= disable date verification as SNTP is not available +
AT +set=transparent_mode,skip_date_verify,true

/+ use self signed certificate +/
AT +set=transparent_mode,disable_cert_store,true

/+ load private key in file system %/

AT +fileOpen=user/transparentmode_privatekey, CREATE|OVERWRITE,...
AT +fileWrite =...

AT +fileClose =...

/= load certificate in file system +/

AT +fileOpen=user/transparentmode_certificate, CREATE|OVERWRITE,...
AT +fileWrite =...

AT +fileClose=...

Code 14: Example SSL server socket configuration with self-signed certificate
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4.2 Configure the socket settings via web interface

In order to configure the socket settings of the module via web interface, the module needs to
be in provisioning mode. See chapter 3.2.1 for instructions on how to start the module’s pro-
visioning mode. Once in this mode, open the website "http://calypso.net/usersettings.html"
in a browser on the device connected to the Calypso AP.

This webpage uses RESTful APIs in order to perform GET and POST requests

on resources on the Calypso. A detailed description of these API calls can be

found in chapter "The HTTP server interface" of the Calypso user manual [1].
This page offers two tabs to get and set the usersettings of the radio module. Perform the

following steps in order to configure the socket settings for transparent mode.

» Open the "SET" tab.

+ Select "transparent_mode" from the category drop-down.

Select the required setting from the "Setting" drop-down. For example, "socket_type".

Select or enter the value for this setting. For example, "SOCKET_TYPE_TCP_SERVER".

Click on the "POST" button to set the configuration.

T SET

SET user settings

Category

transparent_mode v

Setting socket_type v

Value 1 SOCKET_TYPE_TCP_SERVER v
POST

Success: 204: No Content

Figure 4: Configure socket setting

Follow the examples described in chapter 4.1.1 to completely configure the
module’s socket settings in order to work in transparent mode.

In the "GET" tab, select the category and the setting drop-downs to read the current values.
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GET ©5CT

User GET

Category transparent_mode v

Settir
Setting socket_type v

tcp_server

Figure 5: Read socket setting

The provisioning pages on the Calypso offer a possibility to upload certificates to the on-
board file system. In order to upload a file, open the homepage "http://calypso.net/file.html"
and:

+ Click on the "File upload" option on the menu bar.

Click on the "Choose file" button to open the file browser on the device.

» Browse and select the file to be uploaded.

Click on "Upload file" to save the file on to the Calypso file system.

All files are stored under the path "/user".

= Calypso WLAN module FEfome

YOU EXPECT

Upload Progress

cert remove

Upload file

Figure 6: File upload

Follow the examples described in chapter 4.1.1 to completely configure the
module’s socket settings in order to work in transparent mode.
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5 Data transmission

As soon as a socket has been opened successfully, the pin STATUS_IND _1 turns high. Now
data transmission can start. All data received on the socket will be sent via UART to the
connected host controller. All data that is sent via UART to the Calypso radio module in
transparent mode will be forwarded to the socket.

The trigger that causes the Calypso radio module to forward the data to the socket can
be configured in the user settings of the module. There are two ways of setting the trigger:

1. Use the AT-commands interface to enter the UART trigger settings via UART

2. Use the web interface to enter the UART trigger settings

5.1 Configure the UART trigger settings via AT commands

To enter the UART trigger settings via AT commands, the Calypso radio module must be

started in "AT command mode" by applying a low level at the pins APP_MODE_0 and AP-

P_MODE 1 during start-up.

If this has been done, the UART trigger settings can be specified using the AT+set command:
AT +set=UART ,[option],[value1]

Code 15: AT+set

Available options:

 transparent_trigger: value1 is a bitmask of the following options

— timer: data is transmitted in transparent mode if a pause of at least
transparent_timeout milliseconds is detected in the data stream

— 1etx: data is transmitted in transparent mode if the ETX (first byte of
transparent_etx) character has been received by the Calypso

— 2etx: data is transmitted in transparent mode if the full ETX (both bytes of
transparent_etx) has been received by the Calypso

— transmit_etx: if this option is set and if 1etx or 2etx is used as trigger in transpar-
ent mode, the ETX character is not removed from the data stream and is forward-
ed to the socket

+ transparent_timeout: value1 is timeout (6-1000) [ms]

 transparent_etx: value1 is 2 byte ETX in hexadecimal notation

AT +set=UART ,transparent_trigger,2etx|timer
AT +set=UART ,transparent_timeout,20
AT+set=UART ,transparent_etx,0x0D0A

Code 16: Example Trigger on ETX 0xODOA and after 20 ms

AT+set=UART  transparent_trigger,1etx|transmit_etx
AT+set=UART  transparent_etx,0x0D00

Code 17: Example Trigger on ETX 0x0D and forward ETX to socket
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5.2 Configure the UART trigger settings via web interface

In order to configure the UART trigger settings via the web interface, follow the steps de-
scribed in chapter 4.2 to access the usersettings page. Select the category "UART" and
the setting "transparent_trigger", "transparent_timeout" or "transparent_etx" from the corre-
sponding drop-downs to GET/SET the values.

This webpage uses RESTful APIs in order to perform GET and POST requests
on resources on the Calypso. A detailed description of these API calls can be

found in chapter "The HTTP server interface" of the Calypso user manual [1].

GET  SET

SET user settings

Category

uart ~

Setti i
Setting transparent_timeout >

Value 1 20

POST

Success: 204: No Content

Figure 7: Configure UART trigger setting

GET °o7

User GET §

Category

uart e

Setti i
Setting transparent_timeout v

20

Figure 8: Read UART trigger setting
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6 Throughput

In any case, to gain highest throughput from host to socket data transmission, it is important
that the Calypso is able to forward the payload data from UART to the socket in the most
efficient way. To do so, the Calypso internally moves data chunks of variable size from UART
to the socket. The more data is received on the UART in a dedicated time frame, the smaller
these chunks are. Thus, the best chunk size and therefore the highest throughput can be
reached by either using a baud rate of about 921600 baud, or by adding a pause (about
10 ms, which is on average the latency for Calypso to forward a UART frame to WiFi) after
every 1460 bytes in the data stream when using higher baud rates.

Baud rate | Throughput -
[Baud] [kByte/s] Test condition
921600 49 Flow control enabled, "\r\n" as trigger, pause of 10 ms after
every 1460 Bytes
921600 69.5 Flow control enabled, "\r\n" as trigger, 1460 Bytes without pause
2000000 78 Flow control enabled, "\r\n" as trigger, pause of 10 ms after
every 1460 Bytes
3000000 82 Flow control enabled, "\r\n" as trigger, pause of 10 ms after
every 1460 Bytes
Table 2: Transparent mode - throughput examples
ANRO028 Calypso Transparent Mode version 1.0 ©January 2022

www.we-online.com/wireless-connectivity 19



http://www.we-online.com/wireless-connectivity

7 References

[1] Wurth Elektronik. Calypso user manual. https://www.we-online.de/katalog/de/
manual/2610011025000.
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8 Important notes

The following conditions apply to all goods within the wireless connectivity product range of
Wirth Elektronik eiSos GmbH & Co. KG:

8.1 General customer responsibility

Some goods within the product range of Wirth Elektronik eiSos GmbH & Co. KG contain
statements regarding general suitability for certain application areas. These statements
about suitability are based on our knowledge and experience of typical requirements con-
cerning the areas, serve as general guidance and cannot be estimated as binding statements
about the suitability for a customer application. The responsibility for the applicability and use
in a particular customer design is always solely within the authority of the customer. Due to
this fact, it is up to the customer to evaluate, where appropriate to investigate and to decide
whether the device with the specific product characteristics described in the product speci-
fication is valid and suitable for the respective customer application or not. Accordingly, the
customer is cautioned to verify that the documentation is current before placing orders.

8.2 Customer responsibility related to specific, in particular
safety-relevant applications

It has to be clearly pointed out that the possibility of a malfunction of electronic components
or failure before the end of the usual lifetime cannot be completely eliminated in the current
state of the art, even if the products are operated within the range of the specifications. The
same statement is valid for all software sourcecode and firmware parts contained in or used
with or for products in the wireless connectivity and sensor product range of Wirth Elektronik
eiSos GmbH & Co. KG. In certain customer applications requiring a high level of safety
and especially in customer applications in which the malfunction or failure of an electronic
component could endanger human life or health, it must be ensured by most advanced
technological aid of suitable design of the customer application that no injury or damage is
caused to third parties in the event of malfunction or failure of an electronic component.

8.3 Best care and attention

Any product-specific data sheets, manuals, application notes, PCN’s, warnings and cautions
must be strictly observed in the most recent versions and matching to the products firmware
revisions. This documents can be downloaded from the product specific sections on the
wireless connectivity homepage.

8.4 Customer support for product specifications

Some products within the product range may contain substances, which are subject to re-
strictions in certain jurisdictions in order to serve specific technical requirements. Necessary
information is available on request. In this case, the field sales engineer or the internal sales
person in charge should be contacted who will be happy to support in this matter.
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8.5 Product improvements

Due to constant product improvement, product specifications may change from time to time.
As a standard reporting procedure of the Product Change Notification (PCN) according to
the JEDEC-Standard, we inform about major changes. In case of further queries regarding
the PCN, the field sales engineer, the internal sales person or the technical support team
in charge should be contacted. The basic responsibility of the customer as per section 8.1
and 8.2 remains unaffected. All wireless connectivity module driver software “wireless con-
nectivity SDK™ and it's source codes as well as all PC software tools are not subject to the
Product Change Notification information process.

8.6 Product life cycle

Due to technical progress and economical evaluation we also reserve the right to discontin-
ue production and delivery of products. As a standard reporting procedure of the Product
Termination Notification (PTN) according to the JEDEC-Standard we will inform at an early
stage about inevitable product discontinuance. According to this, we cannot ensure that all
products within our product range will always be available. Therefore, it needs to be verified
with the field sales engineer or the internal sales person in charge about the current product
availability expectancy before or when the product for application design-in disposal is con-
sidered. The approach named above does not apply in the case of individual agreements
deviating from the foregoing for customer-specific products.

8.7 Property rights

All the rights for contractual products produced by Wrth Elektronik eiSos GmbH & Co. KG
on the basis of ideas, development contracts as well as models or templates that are subject
to copyright, patent or commercial protection supplied to the customer will remain with Wirth
Elektronik eiSos GmbH & Co. KG. Wirth Elektronik eiSos GmbH & Co. KG does not warrant
or represent that any license, either expressed or implied, is granted under any patent right,
copyright, mask work right, or other intellectual property right relating to any combination,
application, or process in which Wirth Elektronik eiSos GmbH & Co. KG components or
services are used.

8.8 General terms and conditions

Unless otherwise agreed in individual contracts, all orders are subject to the current ver-
sion of the "General Terms and Conditions of Wurth Elektronik eiSos Group", last version
available at www.we-online.com.
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9 Legal notice

9.1 Exclusion of liability

Warth Elektronik eiSos GmbH & Co. KG considers the information in this document to be
correct at the time of publication. However, Wirth Elektronik eiSos GmbH & Co. KG re-
serves the right to modify the information such as technical specifications or functions of
its products or discontinue the production of these products or the support of one of these
products without any written announcement or notification to customers. The customer must
make sure that the information used corresponds to the latest published information. Wrth
Elektronik eiSos GmbH & Co. KG does not assume any liability for the use of its products.
Wairth Elektronik eiSos GmbH & Co. KG does not grant licenses for its patent rights or for
any other of its intellectual property rights or third-party rights.

Notwithstanding anything above, Wirth Elektronik eiSos GmbH & Co. KG makes no repre-
sentations and/or warranties of any kind for the provided information related to their accuracy,
correctness, completeness, usage of the products and/or usability for customer applications.
Information published by Wirth Elektronik eiSos GmbH & Co. KG regarding third-party prod-
ucts or services does not constitute a license to use such products or services or a warranty
or endorsement thereof.

9.2 Suitability in customer applications

The customer bears the responsibility for compliance of systems or units, in which Wrth
Elektronik eiSos GmbH & Co. KG products are integrated, with applicable legal regulations.
Customer acknowledges and agrees that it is solely responsible for compliance with all le-
gal, regulatory and safety-related requirements concerning its products, and any use of
Warth Elektronik eiSos GmbH & Co. KG components in its applications, notwithstanding
any applications-related in-formation or support that may be provided by Wirth Elektronik
eiSos GmbH & Co. KG. Customer represents and agrees that it has all the necessary ex-
pertise to create and implement safeguards which anticipate dangerous consequences of
failures, monitor failures and their consequences lessen the likelihood of failures that might
cause harm and take appropriate remedial actions. The customer will fully indemnify Wrth
Elektronik eiSos GmbH & Co. KGand its representatives against any damages arising out
of the use of any Wirth Elektronik eiSos GmbH & Co. KG components in safety-critical
applications.

9.3 Trademarks

AMBER wireless is a registered trademark of Wirth Elektronik eiSos GmbH & Co. KG. All
other trademarks, registered trademarks, and product names are the exclusive property of
the respective owners.

9.4 Usage restriction

Wairth Elektronik eiSos GmbH & Co. KG products have been designed and developed for
usage in general electronic equipment only. This product is not authorized for use in equip-
ment where a higher safety standard and reliability standard is especially required or where
a failure of the product is reasonably expected to cause severe personal injury or death,
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unless the parties have executed an agreement specifically governing such use. Moreover,
Wirth Elektronik eiSos GmbH & Co. KG products are neither designed nor intended for use
in areas such as military, aerospace, aviation, nuclear control, submarine, transportation
(automotive control, train control, ship control), transportation signal, disaster prevention,
medical, public information network etc. Wirth Elektronik eiSos GmbH & Co. KG must be
informed about the intent of such usage before the design-in stage. In addition, sufficient
reliability evaluation checks for safety must be performed on every electronic component,
which is used in electrical circuits that require high safety and reliability function or perfor-
mance. By using Wirth Elektronik eiSos GmbH & Co. KG products, the customer agrees to
these terms and conditions.
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10 License terms

This License Terms will take effect upon the purchase and usage of the Wirth Elektronik
eiSos GmbH & Co. KG wireless connectivity products. You hereby agree that this license
terms is applicable to the product and the incorporated software, firmware and source codes
(collectively, "Software") made available by Wirth Elektronik eiSos in any form, including but
not limited to binary, executable or source code form.

The software included in any Wirth Elektronik eiSos wireless connectivity product is pur-
chased to you on the condition that you accept the terms and conditions of this license
terms. You agree to comply with all provisions under this license terms.

10.1 Limited license

Warth Elektronik eiSos hereby grants you a limited, non-exclusive, non-transferable and
royalty-free license to use the software and under the conditions that will be set forth in this
license terms. You are free to use the provided Software only in connection with one of the
products from Wirth Elektronik eiSos to the extent described in this license terms. You are
entitled to change or alter the source code for the sole purpose of creating an application
embedding the Wirth Elektronik eiSos wireless connectivity product. The transfer of the
source code to third parties is allowed to the sole extent that the source code is used by
such third parties in connection with our product or another hardware provided by Wurth
Elektronik eiSos under strict adherence of this license terms. Wiirth Elektronik eiSos will not
assume any liability for the usage of the incorporated software and the source code. You
are not entitled to transfer the source code in any form to third parties without prior written
consent of Wirth Elektronik eiSos.

You are not allowed to reproduce, translate, reverse engineer, decompile, disassemble or
create derivative works of the incorporated Software and the source code in whole or in
part. No more extensive rights to use and exploit the products are granted to you.

10.2 Usage and obligations

The responsibility for the applicability and use of the Wirth Elektronik eiSos wireless con-
nectivity product with the incorporated Firmware in a particular customer design is always
solely within the authority of the customer. Due to this fact, it is up to you to evaluate and
investigate, where appropriate, and to decide whether the device with the specific product
characteristics described in the product specification is valid and suitable for your respective
application or not.

You are responsible for using the Wiirth Elektronik eiSos wireless connectivity product with
the incorporated Firmware in compliance with all applicable product liability and product
safety laws. You acknowledge to minimize the risk of loss and harm to individuals and bear
the risk for failure leading to personal injury or death due to your usage of the product.
Warth Elektronik eiSos’ products with the incorporated Firmware are not authorized for use
in safety-critical applications, or where a failure of the product is reasonably expected to
cause severe personal injury or death. Moreover, Wirth Elektronik eiSos’ products with the
incorporated Firmware are neither designed nor intended for use in areas such as military,
aerospace, aviation, nuclear control, submarine, transportation (automotive control, train
control, ship control), transportation signal, disaster prevention, medical, public information
network etc. You shall inform Wirth Elektronik eiSos about the intent of such usage before
design-in stage. In certain customer applications requiring a very high level of safety and
in which the malfunction or failure of an electronic component could endanger human life or
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health, you must ensure to have all necessary expertise in the safety and regulatory ramifi-
cations of your applications. You acknowledge and agree that you are solely responsible for
all legal, regulatory and safety-related requirements concerning your products and any use
of Wirth Elektronik eiSos’ products with the incorporated Firmware in such safety-critical ap-
plications, notwithstanding any applications-related information or support that may be pro-
vided by Wiirth Elektronik eiSos. YOU SHALL INDEMNIFY WURTH ELEKTRONIK EISOS
AGAINST ANY DAMAGES ARISING OUT OF THE USE OF WURTH ELEKTRONIK EISOS’
PRODUCTS WITH THE INCORPORATED FIRMWARE IN SUCH SAFETY-CRITICAL AP-
PLICATIONS.

10.3 Ownership

The incorporated Firmware created by Wirth Elektronik eiSos is and will remain the exclu-
sive property of Wirth Elektronik eiSos.

10.4 Firmware update(s)

You have the opportunity to request the current and actual Firmware for a bought wireless
connectivity Product within the time of warranty. However, Wirth Elektronik eiSos has no
obligation to update a modules firmware in their production facilities, but can offer this as a
service on request. The upload of firmware updates falls within your responsibility, e.g. via
ACC or another software for firmware updates. Firmware updates will not be communicated
automatically. It is within your responsibility to check the current version of a firmware in the
latest version of the product manual on our website. The revision table in the product manual
provides all necessary information about firmware updates. There is no right to be provided
with binary files, so called "Firmware images", those could be flashed through JTAG, SWD,
Spi-Bi-Wire, SPI or similar interfaces.

10.5 Disclaimer of warranty

THE FIRMWARE IS PROVIDED "AS IS". YOU ACKNOWLEDGE THAT WURTH ELEK-
TRONIK EISOS MAKES NO REPRESENTATIONS AND WARRANTIES OF ANY KIND
RELATED TO, BUT NOT LIMITED TO THE NON-INFRINGEMENT OF THIRD PARTIES’
INTELLECTUAL PROPERTY RIGHTS OR THE MERCHANTABILITY OR FITNESS FOR
YOUR INTENDED PURPOSE OR USAGE. WURTH ELEKTRONIK EISOS DOES NOT
WARRANT OR REPRESENT THAT ANY LICENSE, EITHER EXPRESS OR IMPLIED, IS
GRANTED UNDER ANY PATENT RIGHT, COPYRIGHT, MASK WORK RIGHT, OR OTHER
INTELLECTUAL PROPERTY RIGHT RELATING TO ANY COMBINATION, MACHINE, OR
PROCESS IN WHICH THE WURTH ELEKTRONIK EISOS’ PRODUCT WITH THE INCOR-
PORATED FIRMWARE IS USED. INFORMATION PUBLISHED BY WURTH ELEKTRONIK
EISOS REGARDING THIRD-PARTY PRODUCTS OR SERVICES DOES NOT CONSTI-
TUTE A LICENSE FROM WURTH ELEKTRONIK EISOS TO USE SUCH PRODUCTS OR
SERVICES OR A WARRANTY OR ENDORSEMENT THEREOF.

10.6 Limitation of liability

Any liability not expressly provided by Wirth Elektronik eiSos shall be disclaimed.
You agree to hold us harmless from any third-party claims related to your usage of the Wrth
Elektronik eiSos’ products with the incorporated Firmware, software and source code. Wrth
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Elektronik eiSos disclaims any liability for any alteration, development created by you or your
customers as well as for any combination with other products.

10.7 Applicable law and jurisdiction

Applicable law to this license terms shall be the laws of the Federal Republic of Germany.
Any dispute, claim or controversy arising out of or relating to this license terms shall be
resolved and finally settled by the court competent for the location of Wirth Elektronik eiSos’
registered office.

10.8 Severability clause

If a provision of this license terms is or becomes invalid, unenforceable or null and void, this
shall not affect the remaining provisions of the terms. The parties shall replace any such
provisions with new valid provisions that most closely approximate the purpose of the terms.

10.9 Miscellaneous

Wirth Elektronik eiSos reserves the right at any time to change this terms at its own discre-
tion. It is your responsibility to check at Wiirth Elektronik eiSos homepage for any updates.
Your continued usage of the products will be deemed as the acceptance of the change.

We recommend you to be updated about the status of new firmware and software, which is
available on our website or in our data sheet and manual, and to implement new software in
your device where appropriate.

By ordering a wireless connectivity product, you accept this license terms in all terms.
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